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Abstract

The COVID-19 pandemic has created an extraordinary medical, economic and social emergency. To contain the
spread of the virus, many countries adopted a lockdown policy closingschools and business and keeping people
at home for several weeks. This resulted in a massive surge of activity online for education, business, public
administration, research, social interaction. This report considers these recent developments and identifies some
early lessons with respect to the present and future development of Al and digital transformation in Europe,
focusing in particular on data, as this is an area of significant shifts in attitudes and policy. The report analyses
the increasing use of Al in medicine and healthcare, the tensions in data sharing between individual rights and
collective wellbeing, the search for technological solutions like contact tracing apps to help monitor the spread
of the virus, and the potential concerns they raise. The forced transition to online showed the resilience of the
Internet but also the disproportionate impact on already vulnerable groups like the elderly and children. The
report concludes that the COVID-19 crisis has acted as a boost for Al adoption and data sharing, and created
new opportunities. It has also amplified concerns for democracy and social inequality and showed Europe’s
vulnerability on data and platforms, calling for action to address these crucial aspects.
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Executive summary

Artificial Intelligence (Al) is at the centre of an increasing global competition. Europe has recognised the
challenge andhas been gearingupits policy on Al with major initiatives and ambitious investment programmes.
This report explores how COVID-19 is reshaping the direction of technological and policy developments, and
what lessons we can leamn that may affect the future development of Al and more broadly, the digital
transformation.

The key findings are that COVID-19 has acted as a booster, and as an amplifier of potential opportunities
and concerns.

As a booster of:

e Al adoption and use in scientific and medical research, and applications like telemedicine, and medical
diagnosis,

e Acceptance of robots in the workplace.
e Data sharing practices among commercial companies, and between business and governments

e The switch to online of education, public administration, commerce and business.

e Innovation to cope withthe crisis, e.g.in Almethods using existing data to estimate the risk of infection
by economic sector.

As an amplifier of opportunities:

e For existing digital companies that adapted better and faster to the lock down (e.g. collaborative
platforms, e-commerce, data brokers, cybersecurity)

e Forthe acceptance of teleworking as part of the normal mix of working arrangements, with potential
social and environmental benefits.

As an amplifier of concerns:

e About the potential misuse of personal data collected to respond to the emergency for mass
surveillance and reduced democracy.

e About the organised campaigns of misinformation launched to undermine social cohesion and public
trust in European institutions.

e About cybersecurity of the European data spaces and applications.

e About the dependency on non-European collaborative platforms, providing valuable intelligence to the
platform operators for profiling, targeting, and potential manipulation.

The most important observation is that the COVID-19 pandemic, and its response including the lock down
and accelerateddigital transition, has widened the gap between the wealthier and poorer segments in society,

hitting particularly hard the more vulnerable groups, the elderly, the young, and people from socially or
economically disadvantaged groups.

The second most important observation is that in a digitally transformed society, data is the core ground
on which political, economic, and social battles are fought at all levels from global to local. This includes not
just the processes of data collection, integration, management, and use (or misuse), but also the undermpinning
IT and applications infrastructure, and cybersecurity. Technological and data sovereignty are rightly
commanding greater political attention in Europe, and the increased cyberattacks and misinformation
campaigns which took place during the COVID-19 outbreak as well as our dependency on non-European
platforms demonstrate the importance of this attention.

The initial lessons we are learning from COVID-19 indicate that the interconnectedness of the challenges
requires a strong coordination in the response. Europe can make good use of key instruments such as the
European Strategy for Data, the forthcoming Digital Europe Programme, the Horizon Europe research
programme, and a Recovery package of unprecedented scale. Connecting these instruments with a particular
regard to strengthening European technological and data sovereignty and reducing the increasing
inequalitiesin society would address the challenges and exploit the opportunities better, so that the European
way towards the digital transformation is more inclusive and supportive of the founding values of the EU. Not
just bouncing-back to pre-COVID-19 normality, but bouncing-forward to a more resilient and just society.



1 Introduction

M. Craglia

What lessons can we
learn in Europe from the
COVID-19 crisis with
respect to the future
development of AI and
digital transformation?

The JRC flagship report on Artificial Intelligence! (Al) (Craglia et al. 2018) provided a multi-perspective view of
Al from a European perspective just ahead of the launch of the Coordinated Plan on Al in December 2018 (EC,
2018a). The report reviewed the recent developments in Al and situated the position of Europe in the global
competitive landscape between the U.S. and China. It explored the ethical debates around the development of
Al as well as the legalframework, the supply of relevant skills, the possible economic and cybersecurity impacts,
and the need to build resilience in society for the disruptive changes ahead.

The report recognised that we are only at the early stages of the digital transformation of our society, and that
within this broader context Al offers many opportunities. To seize these opportunities and reduce the risks we
need, as European society including all the stakeholders both public and private, to guide the process of
development so that it fosters the ethical and legal principles underpinning European democracies and lying at
the base of the European treaties. The report also acknowledged that whilst Europe is well positioned
internationally with respect to its research capadcities, it needs to ensure it develops a robust computing
infrastructure and good quality data to be able to harness the potential of Al for the benefit of Europe.

Since then, the European Commission has adopted the Coordinated Plan on Al in partnership with the Member
States to boost public-private investment in Al, develop national Al strategies, foster the diffusion of trustworthy
Al technologies and applications, and prepare European society by adapting its learning and training
programmes. Al Watch?, the knowledge service of the European Commission was launched in January 2019 by
DG CNECT and JRC to monitor theimplementation of the Coordinated planand assess the adoption and impacts
of Al for Europe.

The importance of Al for the future of Europe was recognized at an early stage by the new Commission with
President von der Leyen announcing, even as President-elect, that Al would be one of her priorities within the
first 100 days of her mandate. Once confirmed as President, the mission letters of Vice President Vestager?®
and Commissioner Breton* overseeing the digital portfolios promoted strongly a human-centric and trustworthy
approach to Al with an important emphasis on technological and data sovereignty, the importance of which has
only grown in light of the recent increased geopolitical tensions between the U.S. and China over technological
supremacy and Al.

The commitment towards a European approach to Al has already resulted in the adoption of a Communication
in February 2020 on Shaping Europe’s Digital Future, including a White Paper on Al launching a broad
consultation on a risk-based approach to regulating Al, and a European Strategy for Data establishing a set of
European data spaces in key strategic sectors (EC, 2020a, 2020b, 2020c).

In general terms, Artificial Intelligence (Al) refers to machines or agents that are capable of observing their e nvironment, leaming, and
based on the knowledge and experience gained, take intelligent action, or propose decisions. The most common applications are
machine leaming, natural language processing, computer vision and audio processing. For a more thorough definition of artificial
intelligence and of its key technologies and applications see Samoilietal 2020.

https://ec.europa.eu/knowle dge4policy/ai-watch_en

3 https://ec.europa.eu/commission/sites/beta-political/files/mission-letter-margrethe-vestager 2019 en.pdf
4 https://ec.europa.eu/commission/sites/beta-political/files/president-

elect von der leyens mission letter to thierry breton.pdf
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These policy developments have, like everything else, been affected by the devastating impacts of the COVID-
19 virus, which at the time of writing on June 28" reached 10 million confirmed cases and half a million deaths
worldwide®, of which 1.5 million cases and over 176,000 deaths in the EU/EEA and the UK®.

The crisis has reshaped the direction of technological and policy developments to respond to medical, economic
and social emergencies. The boundaries of what European societies considered acceptable in terms of
democratic oversight, government intervention and personal privacy have been stretched during the emergency
with unknown lasting consequences. The magnitude of the economic and social challenges in the post-COVID-
19 crisis often appears daunting, but there are also some opportunities emerging to reset the path of
development. As data-driven scientific advice gains prominence, what lessons can we learn in Europe with
respect to the present and future development of Al and digital transformation? This report addresses this
question from multiple perspectives in line with the original JRC report, with a thread line running through the
report focused on data as this is the terrain where we can observe significant shifts in attitudes and policy.

The report is organised as follows: Sections 2 and 3 provide evidence of the increasing attention to Al
applications in health, and then focus on the societal impacts of Al in medicine and healthcare in the context of
COVID-19. Sections 4, 5, and 6 introduce the tensions in data sharing between individual rights and collective
wellbeing, and give examples of how the COVID-19 pandemic has boosted collaboration on matters of
intellectual property and data sharingamong commercial companies, and between business and govemment
Sections 7 and 8 focus on the rise of apps for contact tracing as one of the more emblematic examples of a
technological response to the pandemic, raising questions on the risk for mass surveillance and loss of
democratic control. Section 9 on the other hand, provides a good example of how Al methods can be used
creatively on existing official data without trampling on individual rights to support policy, in this case the
potential impacts of reopening the economy after the lock down. Section 10 and 11 draw our attention to the
resilience demonstrated by the Internet, but also to the dependency on non-European collaborative platforms
during the lock down. This dependency adds to the cybersecurity concerns, as the number of cyber-attacks, also
deploying Al, increased during the crisis with well-orchestrated misinformation campaigns aimed at
undermining social cohesion and trust in the institutions. Section 12 remind us that the impacts of the digital
transition during the lock down are increasing existing inequalities, while Section 13 draws the conclusions.

https://coronavirus.jhu.edu/maphtml

& https://www.ecdc.europa.eu/en/cases-2019-ncov-eueea
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2 Al in health
S. de Nigris, M. Craglia, J. Hradec

Access to data is critical to
successful AI applications.
European health systems
are rich in data but
exploiting it securely and
wisely remains a
challenge.

There has been a growing interest in the application of Al in health over the last few years. The COVID-19 crisis
has increased the attention even further raising some societalissues which we discuss in Section 3. In this
Section we provide some elements of the wider canvas against which the applications of Al in health have to
be situated based on the Al Watch report (de Nigris et al., 2020).

Governments in Europe, but also other countries such as Japan and India, are giving Al applications in health a
high priority due to factors such as aging population and shortage of health care professionals (McKinsey,
2020). As an example, the national strategies of Belgium, Cyprus, Denmark, Finland, France, Germany, Hungary,
Italy, Latvia, Lithuania, Malta, Poland, Spain, Sweden, and the UK all refer to healthcare as one of their priority
sectors [van Roy, 2020]. A survey of 200 European Al projects in the public sector (Misuraca and Van Noortt,
2020), found that health-related ones are the third most numerous (35) and, in this cohort, 22 initiatives are
geared towards increasing performance and effectiveness of such services. Furthermore, in a survey of 18
European countries, the health sector ranked first as the policy domain to prioritize in the future (Misuraca and
Van Noordt, 2020).

Whilst the level of interest and the number of pilot projects and experimentations are growing, the level of
diffusionis still relatively low and most projects are just at initial stage to “test the water”. As an example, a
survey’ by the Observatory on Digital Innovations in Health of the Politecnico di Milano in 2018 of practitioners
and managers of health institutions in Italy revealed that only 20% of the respondents identified Al as a priority
and that the overall level of investment in Al was rising but was still very low (€ 7m) against an overall
expenditure for digital innovation in health of some € 1.4 bn. in 2018.

Public sector organisations are understandably more cautious in adopting Al, while there is greater interest in
the commercial sector as detected by a recent survey of almost 10,000 companies in Europe, mostly SMEs,
carried out on behalf of DG CNECT in 2020 (IPSQOS, 2020). The key findings are that across all sectors, including
health, 42% of companies are already using one or more Al solutions, with an additional 18% planning to adopt
within two years, while the remaining 40% indicated that they have not implemented or have not yet intention
of implementing Al-based solutions in the near future. We see therefore a high level of interest but with a
significant minority yet to be convinced. This is important to ground the discussion which is often characterised
by hype and inflated expectations (Topol, 2019a).

Another important consideration is that in the health sector where clinical Al applications are perhaps the most
visible, applications inotherareas such as Administrative, Financial, and Operational are oftenat a more mature
stage of development including for example chatbots to support customer enquiries and software to facilitate
patient management (AHA,2019b).

2.1 Highlights from the scientific literature

To assess the increased attention in the medical literature to COVID-19 and Al, we have searched for Al or
COVID related papers among the 30 million abstracts, keywords, and citations of the papers published since

7 https://www.osservatori.net/it_it/o sservato ri/comunicati-stampa/spesa-sanita-digitale-italia
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2010 in PubMed, the world largest and most up-to-date source of medical scientific articles. Updated several
times a day it covers not only the United States but also most other countries for articles published in English.
Whilst prior to 2010 Al did not have a visible presence in the articles analysed, since the beginning of 2020 we
started to see an upward trend in Al-related papers trailing by about a month the papers discussing COVID,
Corona virus and pandemic as shown in Fig. 1.

The graph clearly shows the trend in the number of Al applications related to COVID-19 to be correlated with
the interest of the scientific community in the COVID-19 itself. Al seems to become a part of the standard
scientific toolbox within the medical community. Being at an early stage however, many studies seem to be
affected by problems related to difficulty in accessing the relevant data, small samples, biases in the data or
inconsistent labelling of the training datasets (Topol, 20193, Panch, 2019, Ghassemi, 2019). To counter data
paucity, dataset sharing is a desirable practice and, in this regard, the COVID-19 emergency already catalysed
the emergence of dedicated platforms. Data Against COVID-198, for instance, is an exemplary initiative
matching data, brought by practitioners, and expertise, brought by data scientists.

Figure 1: Number of publications on Al and COVID-related topics Jan-June 2020

covid
coronavirus
pandemics
ai/ml/dl

COVID-19 given name by WHO.
COVID-19 pandemics. declared

number of articles

2020-01 2020-02 2020-03 2020-04 2020-05 2020-06 2020-07
date

Source: JRCwith data from PubMed

2.2 National and European initiatives

Recognising that access to data is a fundamental pre-requisite for the successful application of Al technigues,
many initiatives are under way in Europe both at national and European level to leverage the great wealth of
data of the European health systems (McKinsey, 2020).

France, for example, has seen the creation of the Health Data Hub (HDH, 2018) and, in 2016, of the SNDS
(Systéme National des Données de Santé) for the exploitation of medical data. The SNDS tries to overcome the
traditional fragmentation of existing datasets®: It collates data from medical prescriptions, financial data from
the hospitals and causes of death from different systems. Furthermore, it plans to incorporate the regional
databases concerning handicapped citizens and, finally, a sample of private insurance reimbursement data
(HDH, 2018). This wealth of data, following some 60 million French citizens, is not, however ‘Al ready’ (Polton,
2018): such datasets were conceived for administrative purposes, and thus require additional work to extract
clinical information. Nevertheless, the SNDS is a formidable data source, spanning over 20 years.

The use of these datasets is regulated by the Health Data Hub which grants access to the anonymised data,
processing the requests and assessing their eligibility together, if needed, with the CNIL (Commission Nationale
de l'Informatique et des Libertés). This lightweight approach produced, during the first year of operation (2017-

8 https://www.data-against-covid.org/

https://www.indsante.fr/fr/les -composantes-du-snds
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2018), an average of 70 days waiting time for approval when vetting from the CNIL was required (HDH, 2018),
which represents a considerable improvement from the 3-6 months waiting time in the previous system.

At the European level, the European Commission already identified in its communication on Al (EC, 2018b)
health as a sector where Europe has world-leading industry and a wealth of industrial, research, and public
sector data. The richness of this data is the focus of the European Strategy for Data that envisages the
establishment of several thematic data spaces, of which one on health to support “advances in preventing,
detecting and curing diseases as well as for informed, evidence-based decisions to improve the accessibility,
effectiveness and sustainability of the healthcare systems” (EC, 2020 ). The strategy builds on the 2018
Communication on eHealth (EC, 2018c) and envisages both sector-specific legislation including greater access
to and portability of personal health data by citizens, and dedicated infrastructures and analytical tools in
addition to supporting the development and interoperability of national electronic health records.

These are excellent initiatives that need to address the formidable challenge of developingsecure pools of good
quality and interoperable data accessible for research and development. Health data is sensitive and often
personal data may be needed to draw the appropriate samples even if then no personal data is need for the
analysis. Intelligent technological and administrative solutions are therefore needed to work within the
boundaries of our data protection and legal framework and yet foster the collaboration between data providers
and users and arrive at results that are both safe!® and timely

As shown, the landscape is evolving rapidly and the COVID-19 crisis appears to have added significant urgency
to the applications of Al in this sector. The next Sections explore some of the more promising areas of
applications and highlights a number of societal issues these raise.

1 In this respect, the report on safety and liability of AI (EC, 2020m) explains how new technologies challenge
the existing frameworks and in what way these challenges could be addressed. Healthcare is identified as a
sector that may require particular attention because of the complexity of interacting actors in appliations
where partially automated AI systems will support human decision -making.

10



3 Societal impact of Artificial Intelligence in Medicine and Healthcare: key
relevant aspects in the coronavirus pandemic

Emilio Gomez-Gonzalez and Emilia Gomez.

Al can be of great
benefit to medicine and
healthcare but also
carries a number of
risks, often related to
how the data it needs is
collected and used.

As indicated in the previous Section, the advent of Artificial Intelligence (Al) into Medicine and Healthcare is an
ongoing revolution combining the potential of disruptive advances and extraordinary benefits with many
unknowns and questionable ethical and social issues.

From early 2020, the devastating consequences of the worldwide spread of the SARS-CoV-2 (corona)virus and
the associated COVID-19 disease indicate that the post-COVID-19 world is likely to be different at all societal
levels, even if the pandemic ‘comes to an end’ like previous outbreaks of similar coronaviruses (e.g. the SARS-
CoV-1 outbreak between 2002 and 2004). In the current situation there are still many uncertainties. They range
from clinical questions, short and long-term effects, potentially associated ailments, new waves of contagion
and mutations, to economic and cultural changes, alterations in citizen’s daily lives and individual and social
rights. In this context, the European Union (EU) faces significant challenges from the health, economic, political
and societal points of view.

An extensive structured review by the authors (Gdmez-Gonzalez & Gdmez, 2020) of over 600 references shows
that Al can play a key role in the fight against the pandemic and in the shaping of the post-COVID-19 world at
all levels of society. The coronavirus pandemic has fostered Al applications, particularly in medical and clinical
areas, as Al-mediated technologies lay at the main core of the response to the worldwide health crisis. There is
a growing arsenal of Al-related developments addressing the coronavirus pandemic from many different
approaches. Some of these applications can be listed as follows:

e Data-driven knowledge extraction techniques are being exploited in a variety of areas, from direct
medical diagnosis, epidemiology, and management and optimization of clinical and logistical pathways.
In public health management, the integration of heterogeneous sources of information —including data
from personal devices and medical records— with machine learning techniques offers great potential
for the detection of patterns and the prediction of future scenarios, and the prevention and forecasting
of disease outbreaks and routes of spreading.

e Computervisiontechniquesalready developed for medicalimagingare beingadapted forimage-based
diagnosis of coronavirus related features (e.g. through the analysis of chest scans).

e Massive analysis of genetic data is being employed to speed-up the development of vaccines and
treatments.

e Data from social media and community-generated platforms is being used to monitor the spread and
the public perception of the disease.

e Robotics, telemedicine and virtual doctors are adopted to replace human-human interaction in
contaminated environments. Companion robots, for instance, help to reduce the ‘human gaps’ created
by physical and social isolation.

e Al-mediated tools are being used to detect and fight misinformation and fake news.

11



As recently pointed out in the analysis of Al in Medicine and Healthcare (Gémez-Gonzalez & Gémez, 2020),
applications in these fields become a double-edged sword in the current health emergency: while providing
strong benefits and potential to fight the disease, there are controversial societal aspects to be considered and
this balance has been strongly affected in the last few months. In a declarationissued at the beginning of
2020, the World Health Organization also highlighted some of these worrying issues as ‘urgent health
challenges for the next decade’ (Ghebreyesus, 2020). We present this tension and the changes it is generating
in the societal view of eight Al-related topics that we consider most relevant in the context of the COVID-19
crisis.

3.1 The boost of telemedicine

Telemedicine has experienced a strong boost during the COVID-19 health emergency because of several
significant contributions. On the one hand, telemedicine can reduce the number of people visiting medical
services, from general practitioners to hospitals, therefore decreasing risks of contagion and spreading of the
disease. On the other hand, it serves to optimize the use of medical resources (e.g. imaging scans, lab test) in
‘common pathologies’, freeing resources for the priority of the pandemic. Since there are patients who fear
visiting clinical facilities, telemedicine is also helpful to reduce incidences related to certain diseases which can
be managed remotely. Several current technologies have a strong potential for telemedicine that is not yet
fully exploited: from wearables and internet-of-things (loT) devices for health monitoring, to virtual reality
environments for human-human interaction.

However, there are also challenges in using telemedicine in the current pandemic. Among them, there is a need
for physicians to adapt to a new scenario without the physical presence of the patient. In addition, there is a
risk of individuals being remotely guided to perform certain medical procedures that should be carried out by a
trained professional. The lack of direct contact with the patient is of particular relevance for a correct diagnosis
in many clinical areas, since physicians extract important information from physical contact (e.g. through
palpation) and from visual perception (e.g. gait disturbances, skin appearance). The current impossibility of
tactile, haptic feedback is an active drawback to be solved for remote diagnosis platforms and tools.

3.2 Benefits and risks of data-driven algorithms
Data-driven algorithms have been widely exploited to fight the pandemic in four main different areas:

1. medical diagnosis based on processing tests and imaging scans (Baraniuk, 2020) and on the analysis
of data from personal devices (mobile phones, wearables) (Menni et al., 2020) (Jacabs, 2020);

2. epidemiological studies to predict pandemic outbreaks, temporal and geographical spread and
evolution;

3. enhancement of societal and individual welfare, through social networks and recommender systems
to promote social bonding, connect isolated patients and provide recommendations such as personal
trainers, newspapers and health support tools; and

4. clinical management of the pandemic: data-driven methods support the optimisation of medical
resourcesundervery high pressure (Intensive Care Units, ICUs), logistics (Hao, 2020a), help to generate
scientific evidence from multiple data sources, and act as a decision support tool for treatments and
the use of equipment.

Some of these applications show extraordinary benefits in terms of efficiency, and are being adopted to fight
COVID-19. However, we shouldn't forget the related social and ethical concerns as widely discussed in recent
analyses (Gomez-Gonzalez & Gomez, 2020). Among them, the lack of standards for evaluation and
international coordination, and the issues of data selection and curation for training of systems. ‘Small’, biased
datasets used to build and train models may have deep consequences in their performance in real-word
scenarios. Even well-established Al tools in other areas present abnormal figures when dealing with new,
untested behavioural patterns of people under severe restrictions for many daily activities (Heaven, 2020). The
consequences of algorithmic bias in health care need to be carefully assessed, especially regarding their
detrimentalimpact on equity, for example as a consequence of racial and genderbias. In the context of a health
emergency, the urgency to find solutions may produce a ‘reduction of controls’. What are proper benchmarking
strategies? Can we trust new, not well-established systems? Should an Al tool for clinical applications be
evaluated by a potentially error-prone human or by another potentially more effective autonomous system?
(Gomez-Gonzalez & Gdmez, 2020) (McKinsey & Company, 2020).
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Given the state of the art, we cannot yet trust an algorithm on its own to support decisions influencing human
lives (e.g. deciding on who gets admitted to intensive care units, or taking life or death decisions (Scudellar,
2020)). Such ‘limit’ to Al applications presents many challenges in terms of human supervision and oversight
that still need to be addressed.

3.3 Robotics: from fear to new roles and acceptance

The public perception of robots, seen by many as unwanted substitutes of humans and ‘job takers’ in the pre-
COVID-19 situation, hasdrastically changed during the current health emergency. Automated machines (robots,
drones) were part of equipment used by human physicians (e.g. robotic surgery assistants and devices (Graur
et al, 2018)), already performing some relatively autonomous activities in hospital and clinical facilities.
However, they were mostly restricted to dangerous tasks (e.g. the disinfection of facilities with toxic chemicals
or high-energy ultraviolet lights) and repetitive, physically demanding duties (e.g. displacement or storage of
equipment). ‘Companion robotics’ also started to be tested in certain clinical environments (Shishehgar et al,
2018), proving to be very useful, combined with other assistive devices, to provide human-human
communication in situations of physical isolation

Nevertheless, in the post-COVID-19 context, autonomous machines are now seen as useful ‘operators’ which
can replace humans in many other types of tasks (Thomas, 2020). Some of them are close to law enforcement
(e.g. monitoring the social distancing or the quarantine orders (Su, 2020)) but others include activities that were
traditionally considered to need the ‘human touch’ but have now become too risky for humans. They include
patient control and triage, temperature measurements, and the delivery of tests and medication in virus-
contaminated environments. Such new roles may evolve into extended care of functionally-impaired patients
(e.g. residents in nursing homes). The change in the public perception of robotic platforms in the COVID-19
context can drastically boost their adoption in many areas in the near future.

3.4 Personalised medicine

In the fight against the COVID-19 pandemic it is critical to improve our understanding of the mechanisms of
immunity, how human cells battle the virus and how drugs and vaccines may interact. Artificial Intelligence lies
atthe core of massive data analysis employed to decipher the genetic features required for successful diagnosis
and treatments in the paradigm of ‘precision medicine’, while advanced data integration and mining call for the
concept of ‘extended personalized medicine’ (Gdmez-Gonzdlez & Gdmez, 2020). These technologies bring in
new powerful tools in the fight against COVID-19 (Wakefield, 2020).

Computational biology and virology accelerate the search for treatments and vaccines exploring diug
candidates, risk factors and the prediction of side effects (Health Europa, 2020). Al-enabled tools allow for
advanced computational models (Biozentrum, 2020), identifying genetic signatures and studying their
interaction in highly complex biochemical and biological environments. Real experiments can be strongly
boosted by numerical simulations, savingtime and resources in the search for new, effective therapies. Pattems
of contagionin cells and the analysis of antibody binding sites can be analysed trying to determine which
regions of the viral proteins can be more effectively targeted by drugs and vaccine candidates (Fast & Chen,
2020). However, important questions also persist. Personalised medicine aims to develop targeted treatments
at the individual level while currently established methodology to generate and accept ‘scientific, clinical
evidence’ relies on group averages and population statistics (Gdmez-Gonzalez & Gomez, 2020). New
methodological, testing and regulatory tools are needed.

3.5 A difficult balance: individual rights vs public health

Living a global, world-wide public health emergency, many countries have restricted individual rights
implementing such measures as imposed quarantine, confinement of population and social distancing. In this
context Al-mediated technologies have proven to be key elements for the control of individuals (Kim, 2020) and
societies. They include tools for massive digital surveillance (e.g. computer vision techniques for facial
recognition, traffic cameras for population monitoring, temperature monitoring (Schectman et al., 2020) (Lin &
Martin, 2020)), merging clinical and social data (Mickle et al,, 2020) (Timberg & Harwell, 2020) to provide
information to health authorities, the creation of mobile apps for evaluating the exposure of individuals to the
virus and digital contact tracing (Kahn & Hopkins, 2020), the programming of algorithms for citizens disease-
tagging, even to evaluate the return to work places (Horowitz, 2020) (Rossignol & Lenoir, 2020), and the use of
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wearables to controlsocial distancing (e.g. wristbands (Doffman, 2020) or the app developed by the Robert-
Kockh Insitutet).

Although such applications of technology are justified by authorities and governments as required to fight the
pandemic in a fast and effective way (Chandran, 2020), many controversial aspects arise as related to the
limitation of individual rightsin democratic regimes during peacetime. Amongthem, privacy and data-protection
concerns are increasingly being raised by scientists (Joint Statement on Contact Tracing, 2020) (Bengio et al,
2020), general media (The New York Times, 2020) and even by European Governments (Albergotti, 2020) and
the European Union Agency for Fundamental Rights (European Union Agency for Fundamental Rights, 2020).
This agency wams on the effects of an uncontrolled use of technology on individual rights, from privacy to
freedom of movement and assembly. It also highlights that the use of data-based technology to overcome the
pandemic should safeguard those rights, and raises the question of establishing limits on the time and scope
of the extraordinary measures taken by the EU Member States. Many additional questions emerge or need to
be revisited in these extra-ordinary times (Gémez-Gonzalez & Gémez, 2020): Should personal (health, location,
contacts) data be anonymisedorerased after the pandemicis controlled? Cantheybe made available to private
companies (e.g. for medical research?). In June 2020, considering their low infection rate, but in the midst of a
controversy between health and data protection authorities, Norway announced halting its app for track and
trace data collection, and erasing all the recorded information, on privacy concerns. Should others follow?
(Reuters, 2020) (for further discussion on contact tracing apps and their implications see Sections 7 and 8).

3.6 Psychographics and the control of information

Psychographics is a recently coined term that refers to the extraction of psychological and cognitive attributes
of humans as related to their opinions and attitudes, including cultural, religious and political, and the analytical
characterisation of values, habits and other figures well beyond those data included in common demographics
and economic statistics (CB Insights, 2020b). In recent years, it has become a new tool and target for social
influence and control, from tailored advertising and nudging consumer’s habits to manipulating political
orientation, and it is linked to new modalities of ‘digital aggressions’ and even (cyber)war (CB Insights, 2018).
Psychographics relies on Al-mediated massive data collection and analysis and, in the current situation
generated by the coronavirus pandemic, it is at the center of the already mentioned boost of data gathering
and the struggle for the control and use of information.

In a context of population confinement or with many restrictions to physical displacement and direct social
interaction, digital tools for communication and social networks become preferred channels for massive
exchange of dataincluding those related to health in any format files, voice, video and in real-time individual
and group interactions. In many cases, they rely on very loose security and privacy settings, being therefore
open to ‘listening by external parties and to receiving inputs under many appearances. Moreover, these
platforms are almost exclusively non-European (see also Section 10).

Recent studies show that the analysis of data in social media allows for evaluating the psychological situation
of societal groups and even the emotions of individual people and entire populations in real time (Jaidka et al,
2020). Simultaneously, massive amounts of data about health status, including genetics, physical location,
tracing of contacts and many other topics are being collected and processed. This brings to the public debate
some undiscussed, controversial issues about ‘old and new’ concepts, from data property and inheritance (who
is the owner of health, genetic data when a person dies?) to Al-mediated technologies for the common good (in
Medicine and Healthcare) and the role of regulation and legislators. How will the collected information (of
individuals) be used after the pandemic? Might it be used for ‘monitoring’ political opponents? Or to ‘induce’
social demands and changes in certain environments?

3.7 The control of information. The risk of an additional ‘infodemic’.

Health-related information is critical at the time of pandemics. The extraordinary capabilities of Al-mediated
tools can multiply the beneficial effects of trusted, reliable information but also expand the negative
consequences of misinformation (wrong information) and disinformation (purposely false, misleading
information) spreadin society. A specificterm (‘infodemic’) has been defined as the combination of ‘information’
and ‘pandemic’ to describe this new risk (Richtel, 2020; Mooney and Juhasz, 2020).

Certain relatively obvious negative uses of the Al tools relate to the online, web-based promotion of unproven
even clearly harmful remedies for the coronavirus disease and to the ‘digital updates’ of health scammers

' https://play.google com/store/apps/details ?id=de.rki.co ronadatenspende&h l=en&gl=de
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(Gomez-Gonzalez & Gémez, 2020) (Popular Science, 2020). Their extent and impacts, including human lives, of
such scams (Spring, 2020) led the United Nations Educational, Scientific and Cultural Organization (UNESCO) to
issue a warning stating that ‘During this coronavirus pandemic, ‘fake news’ is putting lives at risk’ (UN News,
2020) and the European Commission to step up its work addressing health concerns and warning consumers
against rogue traders (European Commission, 2020d).

The motives for spreading malicious digital content about the virus and COVID-19 disease to citizens can be
many, and include the intention of generating social divide and discontent (Hao, 2020b), disturbances (Cimons,
2020), cyberespionage and cybercrime (Canadian Centre for Cyber Security, 2020), and bioterrorism (Council
of Europe, 2020) (see also Section 11)

The heterogeneous mixture of real-world concerns and the multitude of false, misleading information available
throughout the Internet creates a strong demand for transparent, reliable information from public authorities
about the pandemicitself and explainingthe needfor, scope and duration of the controversial measures applied
during the crisis. Some of the new threats derived from disinformation related to the COVID-19 pandemic have
been identified by the European Commission as instigated and supported by foreign state actors opposing the
basic pillars of the European Union, and a definite response has started towards a stronger and more resilient
EU (European Commission, 2020e). There is an essential role for governments to provide the population with
reliable information, avoiding the spread of fake news, misinformation and disinformation, while keeping the
fundamental principles of individual and social freedom

3.8 New opportunities for Al.

The current health emergency has generated novel opportunities for Al technologies in many different contexts
and unexpected applications have emerged. Some relate to monitoring of physical distancing of people in public
spaces, from streets and commercial areas to recreation spaces, even in natural environments (parks, beaches).
Other Al-mediated tools play new roles in addressing needs related to healthcare and wellbeing as meditation
apps (Cummins, 2020) to reduce stress and anxiety, particularly of patients and caregivers.

Moreover, Al-based technologies offer a strong way forward to explore new methods to fight this and, perhaps,
other potential pandemics. Innovative approaches include diagnostic tools based on Internet searches of
symptoms or the analysis of voice and sounds (Lubell et al, 2020), and imaging techniques to detect
contaminated surfaces and reduce the risks of contagion. Within an international push to promote research and
innovation at all societal levels (CB Insights, 2020a) and a number of expanding platforms to foster
international cooperation in clinical, scientific, and technological advances to fight the pandemic, Europe is
playing a leading role in many of them (European Commission, 2020f) (ELLIS Society, 2020)

3.9 Conclusions

The COVID-19 crisis has created new needs and scenarios at all levels of society, and will produce some
paradigm shifts with significant changes in daily life. The development and adoption of Al-mediated
technologies has boosted many areas related to Medicine and Healthcare, and we need to take advantage of
their benefits, carefully navigating the balance with the associated risks and the expected societal impact that
they will bring. As the way data is generated, collected, analysed and used is central to many issues we have
highlighted in this Section, the next one discusses some of the economic aspects of access to private data.
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4 Some economic aspects of access to private data for use in the COVID-
19 crisis

B. Martens

' .~h‘h

COVID-19 shifted the D e R |_|j.I||
balance in data sharing
from individual rights
towards the public
good.

The COVID-19 crisisillustrateshow data can oftenhave social value that exceeds the private value that persons
and firms can extract from it. Pooling of contact and location data can be useful for the management of public
health policy responses to the crisis. At the same time, individuals have legitimate rights to data protection
under the EU General Data Protection regulation (GDPR) (EC, 2016) and may prefer not to participate in data
pooling schemes.

Economists have estimated the gap between the private and social cost of COVID-19 infections. For the US
economy (Bethune and Korinek, 2020), the private cost of a COVID-19 infection is estimated at $80k while the
social cost is around $286k This wide gap provides a stark illustration of the social desirability to reduce
freedom in private behavioural choices, through social distancing and confinement measures, to avoid high
social costs. Mitigation policies also raise equity concems because of strongly diverging interests between age
groups (Glover et al, 2020). How and to what extent to bridge that gap is a moral, cultural and political choice
for society, not an economic choice. Individual liberties, including privacy rights, are derived from fundamental
human rights, not from economic considerations. A society that emphasises individual liberties will therefore
put fewer restrictions on individual freedoms and have more tolerance for a gap between private and social
costs. A society that emphasises collective and social values will put more restrictions on individual freedoms,
possibly including data privacy rights, to the point where private and social costs are equalised. Economics can
accommodate both societal choices: The Pareto social welfare criterion emphasises private freedoms. Social
welfare can only be increased to the point where no individual suffers a private cost from public policy
measures. The Kaldor-Hicksocialwelfare criterion emphasizes social welfare and accepts policy measures that
reduce private welfare provided the overall social benefit that it produces for society could “theoretically”
compensate the private losses. However, some researchers argue against the negative trade-off between
privacy and social welfare goals (see for example Milusheva, 2020 and Cho, Ippolito and Yu, 2020).

The report of the Expert Group on B2G data sharing (EC, 2020g) discussed many examples where private data
sharing with public policy institutions, including health data, would be “in the public interest” or social welfare
enhancing. The report advocates voluntary data sharing and stops short of recommending mandatory data
sharing. An economic case for mandatory health data sharing could nevertheless be made in the case of data
market failures, for example when individuals have no incentive to voluntarily share useful data. According to
the European Commission’s “Better Regulation Guidelines” (EC, 2017) regulatory intervention is justified in the
case of market failures andsocial welfare concerns, and the European Commission’s “Data Strategy” (EC 2020c,
p 13) advocates voluntary data sharing but where appropriate compulsory sharing can be introduced in specific
circumstances of market failures. Some EU Member States have already put in place a legal framework for
mandatory health data sharing to overcome these market failures, with adequate data protection measures
consistent with the GDPR. This is the case for example of Finland that adopted a law in 2019 that makes it
mandatory for private and public health service providers to pool their patient data on a government server®2.

12 https://stm.fi/en/secondary-use-of-health-and-social-data
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Various projects are under way at EU level and in EU MS that seek to use personal data for COVID-19 crisis
management. A first type of project collects mobile phone data to monitor mobility and population movements 13
(see Section 6). The added value of aggregation across EU MS for epidemiological modelling resides in the
comparison of country experiences with regard to different mitigation policies. A second type of project seeks
to build contact tracing apps for smartphones to trace exposure to infected individuals (see Section 7).
Notwithstandingtheir limitations, these projects show how a major international crisis like COVID-19 can quickly
recast the terms of the debate on sharing data between public sector, the commercial sector and civil society
in ways that did not seem possible before. Whether these new possibilities will survive beyond the crisis is an
open question.

1 Mobile phone operators do not transmit the original location data for each individual user but only an aggregate dataset. These

applications of mobile phone data are notnew. Manymobile phone operators sell anonymized and aggregated data f or commercial
purposes, ata price.
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5 Intellectual property considerations on data sharing for Al COVID-19
related tools

M. Iglesias

The legal framework for
data is complex but
COVID-19 has shown
excellent examples of
voluntary sharing of data
and intellectual property.

Beyond privacy, the sharing of data may also have intellectual property (IP) and other legal implications. Recent
initiatives have been launched to encourage the pooling and sharing of IP to accelerate the discovery of
treatments or vaccines, to cope with the shortage of supplies and/or to ensure that cures reach all those in
need, globally, quickly and at affordable prices. At the International level, the WHO#, the Medicines Patent Pool
and other public actors?® are discussing the creation of technology pools to share knowledge, IP and data to
ensure global equitable access to medical technologies. The industry has also taken steps to increase
collaboration on IP sharing and permissive licensing. The Open COVID Pledge has made available licences that
allow free, temporary access to patents, copyrights and other IP rights. The pledge has been endorsed mostly
by big IT companies and universities. In a similar vein, a number of innovators have renounced the enforcement
of their rights, disclosed their relevant know-how, or agreed to share their IP under flexible licensing. Within this
context, some stakeholders have called for open access to publications and data, as well as for affordability
clauses, to apply to the results of projects funded by public money. The Commission is exploring ways to secure
open access to data, and facilitate timely and equitable access to the results of EU funded COVID-19 research
projects?®.

The rapid sharing of scientific and research data, in particular of genome data has greatly supported research
efforts to fight the outbreak (Guilou, 2020). Other efforts towards open data sharing are the early Wellcome
(2020) statement on sharing research data and findings relevant to the novel coronavirus (COVID-19) outbreak,
the EC COVID-19 Data Portal'” allowing researchers to upload, access and analyse COVID-19 related reference
data and spedialist datasets, or, in the US, the CORD-19 COVID-19 Open Research Dataset!®, that makes
available an extensive machine-readable coronavirus literature collection for text and data mining.

At the regulatory level, international and national laws allow for compulsory licences for patents, that under
certain conditions and against a fair remuneration allow making use of inventions without the rightsholder's
authorisation. Some countries have recently invoked or accommodated their laws to ensure fast track
procedures to make use of this exceptional regime if needed. Overall, compulsory licensing is generally
perceived as a last resort. As highlighted in the Al flagship report (Craglia et al. 2018) the legal regime related
to the access and use of data is intricate. Data as such is not protected by IP, although, when certain
circumstances concur, IP protection may be triggered: this is the case of the sui generis right of database

¥ Last May, the WHO and Costa Rica have launched the COVID-19 Technology Access Pool (C-TAP), to share knowledge, IP and data
necessary for COVID-19.

> https://japan-forward.com/editorial-japan-sh ould-lead-glo bal-effort-to -make-covid -1 9-vaccin e-available-to-the-world/

® Openaccessto research data is recommended in Horizon 2020, and is e ven mandatory for certain projects.H2020 projects workng
on COVID-19, SARS-CoV-2 and related topics have been urged to provide immediate open access to research outputs,
https://eceuropa.eu/research/particip ants/data/re f/h2020/other/hi/oa-pilot/h2 02 0-quid elines-oa-covid-19 _en.pdf. The second call for
expression ofintereston COVID-19 research published in May re quires the beneficiaries to license results on a non-exclusive basis
and at fair and reasonable conditions, https://ec.europa eu/info/fundin g-tenders/opportunities/portal/screen/opportunities /topic-
details/scl-phe-coronavirus-2020-2a

Y https://wwwcovid 19dataportal.org/ This portalis the primary point of access of a platform being set up by the European Commission

and the and EMBL’s European Bioinformatics Institute (EMBL-EBI), together with EU Member States and research pariners such as

ELIXIR. The European COVID-19 Data Platform willenable the rapid collection and comprehensive data sharing of available researh

data from different sources for the European and global re search communities.

https://wwwsemanticscholar.org/cord 19
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makers, the protection granted to trade secrets, or the exclusivity rights to clinical data. No compulsory licences
are explicitly foreseen for the sui generis right on databases. Although new changes brought by the Directive
on Copyright in the Digital Single Market introduce more flexibility in the way data can be used (allowing for
text and data mining under certain conditions), the issue of access was not in the scope of the Directive.

During recent years, there has been lot of discussion on the legal regime of access to data and the most
appropriate framework to ensure an agile data economy. As discussed in Section 2, access to good quality data
is essential todevelop appropriate and trustworthy Al applications. For this reason, the recent European Strategy
for Data (EC, 2020c) establishing common data spaces including one for health is important. The strategy also
envisages possible legislative actions to provide incentives for horizontal data sharing across sectors. Either
through licences and agreements for voluntary sharing, or through compulsory sectorial or horizontal regimes,
data sharing mechanisms need to consider the multiple legal dimensions that may be attached to the data, as
well as the appropriate safeguards to ensure that the legitimate interests of the parties concerned are
preserved, includingprovisions onallocation of rights onthe potentially protectable results derived frominsights
obtained from these data. Ultimately, in case of access to data to fight a public health emergency, the interest
of society for an efficient and rapid response raises additional challenges.
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6 B2G data sharing at the time of COVID-19: Lessons learned from working
with Mobile Network Operators

M. Vespe

COVID-19 shows that
companies can set aside
their concerns for
commercial confidentiality
and share data securely to
fight the emergency.

In April 2020, the European Commission wrote to the Mobile Network Operators (MNOs) requesting access to
anonymised and aggregate mobility data to help fight COVID-19. This marked the beginning of an
unprecedented B2G data sharing initiative involving about 20 operators across Europe, with the aim of covering
EU Member States with at least one MNO. Given the fast development of the pandemic and the scale of the
crisis, MNOs agreed to share data on the basis of the letter, which at this stage replaces a formal agreement
with the European Commission. Nevertheless, given the commercial sensitivity and privacy concemns, the
Commission committed to put in place security and de-anonymisation safeguards, as well as non-disclosure
and data retention measures.

The data request was designed to give insights into mobility, providing input to epidemiological and economic
models to understand the dynamics of the spread, the impact of containment measures on mability and on the
reproduction number of the virus (EC, 2020j). The initiative is ultimately expected to inform de-escalation
strategies aswell as provide forecasting capacity for future re-escalation policies to address prospective second
waves of the virus. Nevertheless, it is the European scale of the initiative that will allow the understanding and
sharing of best practices across countries, understanding what mobility policies are the most effective to fight
COVID-19. The level of granularity of the data, and the attributes that can be captured through them, will
provide the European Commission with the possibility of a transparent tool for obtaining indicators specifically
designed to meet the needs of JRC researchers, the ECDC EC policy makers and Member States®®.

The unique nature of the initiative lies not only in its geographical scope, but also in the relatively rapid and in
many cases unconditional support offered by the companies. Thanks to continuous dialogue with the
Commission, MNOs have shown concrete interest in being active and supportive, irrespective of the different
levels of maturity in producing the required data; some were already collecting and delivering similar data to
National authorities, others had to develop ad hoc processes to be in a position to respond to the data request

This initiative could result in speeding up future B2G processes as it potentially shows how actors at the
interface between the private sector, science and policy can play a key “trusted intermediary” role in ensuring
that the use of data takes place responsibly and is aimed at effectively responding to pressing policy questions.
Based on the results obtained, this initiative could also help to simplify the use of private sector data for policy
in a systematic way, providing concrete channels to the private sector in providing support to address societal
issues.
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7 Shifting sands in data gathering: COVID-19 and contact tracing apps
S.Schade, M. Micheli, A. Kotsev, |. Mitton
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account for inequalities in
access and use of
technologies to develop
effective digital solutions.

This section identifies some of the key features of COVID-19 related mobile applications (apps) and presents a
broader reflection on the shift in perception and policy actions on surveillance/tracking, privacy, and personal
data sharing and processing, complementing other Sections of the report.

Apps to fight the pandemic receive most societal attention when it comes to their ‘contact tracing’ functionality.
Contact tracing apps are designed to complement manual contact tracing efforts, normally done by health
authorities, which consist of in person interviews with positive cases to identify and contact those who may
have been exposed to the virus and provide adequate guidance. Contact tracing apps are thought to facilitate
such tasks through the recording of location data or Bluetooth communication data, as a means to
automatically detect if a user may have been exposed to the virus. Such contact tracing apps are seen as an
important tool to help mitigate the negative impact of the outbreak and many countries have launched or are
currently developing them. Within this context, however, many questions are still open concerning these apps
accuracy, safety, privacy, but also their effectiveness in helping to fight against COVID-19 and reduce the
severity of the confinement measures.

Apps developed in response to COVID-19 also include many other functions beyond contact tracing, such as
symptom checkers and self-diagnosis tools, trustworthy information and guidelines to the public, data donation
initiatives to provide scientific and policy knowledge about the virus, live maps and info graphics, telemedicine
and quarantine/lockdown monitoring. We analysed these COVID-19 related apps from the Google and Apple
app stores in order to understand the overall landscape. We covered all kinds of COVID-19 related apps and
categorised them according to their functions. We saved daily the newly emerging apps (and investigated if
some disappeared) and derived an overview table together with a few basic statistics. Figure 2 provides an
impression of the evolution of apps availability derived from Google Play and Apple App store.

The release of new COVID-19 related apps reached its peak between the end of March and mid-April In
conjunction, considerable attention and public debate were mounting around the emerging approaches for
collecting and processing data for contact tracing apps (Ada Lovelace Institute, 2020; Criddle and Kelion, 2020;
Howell O’Neill et al. 2020; Floridi, 2020). The first proximity-tracing framework was the Pan-European Privacy
Preserving Proximity Tracing (PEPP-PT)? that foresaw a centralised mechanism of data collection and
processing by governments receiving constant streams of data through Bluetooth from mobile phones tracking
near-by contacts. Subsequently, a consortium composed of several international experts from academia and
research institutions, including several former members from the PEPP-PT initiative, proposed a decentralized
alternative: the Decentralised Privacy-Preserving Proximity Tracing (DP-3T) (Troncoso et al. 2020). In the DP-3T
data about people who had been in close proximity in the previous weeks is stored on the mobile devices and
notsavedon a central server. Finally, Google and Apple partnered and proposed a joint solution named Exposure
Notification, which also follows a decentralised approach and was inspired by DP-3T.

2 https://wwwpepp-pt.org/
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Figure 2: Temporal overview of COVID-19 related apps published on official app stores (status 30 June 2020)
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The first approach (PEPP-PT) was promoted by those arguing that it would give a more comprehensive picture
to the authorities about the spread of the virus and greater reassurance to the public that the data was handled
ethically by governments. The counter-argument was that it would stress already fragile public sector servers
to handle millions of transactions per day, expose them to greater cybersecurity threats, and eventually lay the
ground for invasive forms of state surveillance (Clarke, 2020). The second approach (DP-3T) appeared
technologically simpler, and was promoted by researchers and activists as more privacy-preserving than the
first one, which became a prominent factor in the vibrant debate concerning government accessing personal
data. The debate especially exposed a certain lack of trust in how data would be handled, and in general
revealed a concern about creating a “precedent” that could also be used in other circumstances (see Section 8).

Many European governments initially favoured the first centralised approach, but when Apple and Google
announced on 10t™ April?! that they would team-up to develop interoperable APIs (Application Programming
Interfaces) based on the second approach and indicated that they might not support alternative solutions on
their platforms (i.e. allowing apps to work and collect Bluetooth data while running in the background), this
swung the debate. Germany and Italy switched from the PEPP-PT to DP-3T with Finland, Austria, Latvia, Estonia,
Ireland, the Czech Republic and Switzerland also adopting a decentralised approach (Criddle and Kelion, 2020;
Howell O’Neil et al. 2020). At the moment, other countries are waiting to take a decision or do not plan to
develop such an app due to skepticism about its effectiveness (e.g. Belgium and Sweden). Whilst the European
Commission issued useful guidelines and recommendations on the developments of the tracing apps
emphasising the importance of privacy and security, and the compliance with EU Fundamental Rights, while
ensuring that apps are used on a voluntary basis (EC, 2020h, 2020j, 2020k), this episode showed the role that
web giants play in relation to governments’ decisions. At the same time, it also illustrated how the active
promotion of solutions by researchers and activists can connect to the public debate, and how this might
influence public decision making on a national scale.

Regardless of the chosen technological solution, a key issue for the effectiveness of these apps is the extent of
their download and consequent use. The estimates of what is the minimum share of the population needed to
make the use of the app effective vary, but it is noticeable that Singapore - one of the first countries to develop
such app - argued that a 20% use was totally inadequate. If only one in five people have the app downloaded
and working, this means that the chance of tracing an individual who has been in contact with somebody found
positive is only 4% (20% X 20% or 0.2 X 0.2). Therefore, the government of Singapore argued that it was
necessary for at least 75% of the population to use the app in order to have at least a 50% chance of tracing
people who had been in contact with a positive case (Yee, 2020). Similarly, in the UK it was argued that it was
necessary for at least 60% of the population to have and use the app to make it effective (Hearn and Sabbagh,
2020).

2 https://www.apple.com/newsroom/202 0/04/apple -and-qoo gle-partner-on-covid-19-contact-tracin g-technolo qy/
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It is worth then considering that according to the Eurobarometer survey of December 2019 (Eurobarometer,
2020), across the whole of the EU 27% of the population does not consider itself to have sufficient digital skills
(only a 2% improvement over 2017) rising to more than 30% in 12 of the EU countries, with between 12 (EU
average) and 25% (worst case) considering they have no digital skills at all. Furthermore, among the younger
and the older segments of the population the percentage of people who do not own a smartphone or do not
use one for accessing the Internet is notably higher than in the rest of the population. Therefore, these groups
would be excluded by default from access to COVID-19 apps. Aside from the purely quantitative dimensions of
this phenomena casting doubts on the effectiveness of the tracing apps, these figures also raise the issue that
these apps are likely to benefit most the higher income groups leaving poorer segments of society further
exposed. Finally, even among those with the necessary skills and devices, it is necessary to consider their
propensity to download and use the apps. Survey results currently available regarding European citizens’
perspectives about COVID-19 contact tracing apps show that not all citizens are willing to use them. For
instance, a survey conducted in the UK, Germany, Italy, France and the USA in March shows that around three
quarters of those surveyed said they would “definitely” or “probably” install such an app, while other national
surveys, in ltaly and Switzerland, showed lower percentages, close to 609% (Milson et al. 2020; Rossi, 2020).
Among the main reasons for not wanting to use these apps are: privacy and security concerns over personal
data handling by public bodies and/or private companies, as well as skepticism towards these apps accuracy
and their efficacy in addressing the spread of COVID-19 (Rossi, 2020; Redmiles, Kaptchuk, and Hargittai 2020).

In the light of the considerations above, we saw how important it is for governments to earn trust from citizens
when implementing solutions that deal with their digital data. We may conclude that whilst the COVID-19 crisis
may have increased governments legitimacy in collecting and processing data for the benefit of society, we still
need to improve the overall level of societal readiness in terms of skills, distributional impacts for those left
behind, and public trust. Finally, the dependency on tech giants for implementing large scale digital solutions
that pursue the public interest emphasises the overarching influence of the commercial sector in setting the
agenda and in creating the infrastructure used by governments to collect and use data.
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8 Privacy, democracy and the public sphere in the age of COVID-19

L. Vesnic-Alujevic and F. Pignatelli

Government access to
personal data is an area of
concern for potential
misuse. Democratic
accountability is therefore
crucial.

The COVID-19 crisishasraiseda number of societal, ethical and policy challenges. Some of them are connected
to increased use of digital tools in our everyday life during the confinement (e.g. for telework whenever it is
possible, for being connected to other people, being informed especially about the spread of the virus, for
leisure, shopping), as well as the use of Al, apps and consequently, data. As already mentioned, COVID-19 apps
have been developed for surveillance and monitoring of disease spread through the so-called contact tracing.
Monitoring and tracking of movements is considered to have the potential to be effective in the situation of
medical emergencies, even more when non-anonymised data are used (Long, 2020).

While technology can give us powerful tools in the treatment and monitoring of a disease, offer solutions to
save lives or get us out of the confinement, we should not assume that it can replace medicine. It is often
believed that every solution for problems we face nowadays can be solved by technology (Klein, 2020; Vesnic-
Alujevic et al, 2016; Dubal, 2020). In the COVID-19 context, that would mean that technology is “the only
possible way to pandemic-proof our lives, the indispensable keys to keeping ourselves and our loved ones safe”
(Klein, 2020).Similarly, Fuchs (2020), for example, argues that “technological fixes to political problems because
of the complex interaction of technology and society, can never work" (Fuchs, 2020, p. 262). In this context, for
example, it is interesting to observe that although 38% of the Islandic population already use a contact tracing
app, the estimations are that the real impact is rather small, especially compared to manual tracing techniques
(Johnson, 2020). As discussed in Section 7, one would need a 75% uptake to have a 50-50 chance of getting
some useful information. Even if technology were a key to protect public health, should it be in hands of private
entities or should it be controlled by public ones (Klein, 2020)?

While apps are built to be used for medical purposes, they can in parallel be used to monitor their behaviour
and movements all the time (Harrari, 2020). Through a combination of apps and facial re cognition, new mass
surveillance systems based on biometric data are born and could give legitimacy to the use of such systems
outside of emergency states. The interlacing of public health goals with mass surveillance can be potentially
alarming. In this way, surveillance can be repurposed for public/social good but could have broader
antidemocratic and discriminatory consequences in a longer term and at a broader scale (Dubal, 2020).

Although in Europe installing the app will not be compulsory, and the evidence is mixed on the extent to which
citizens are under pressure to install the apps, the question remains whether we might be trading our social
isolation for “being imprisoned by the for-profit use of our data“ (Klein, 2020), i.e. the so-called “cage” of
surveillance capitalism (Cliffe, 2020; Zuboff, 2019)? A somewhat similar “experiment” of making a “smart’ city
in Toronto waterfront with the increased use of technology and surveillance through a “sensor-laden vision”
was rejected by its residents who objected to enormous amount of personal data that could be collected by a
private company, approachto privacyandintellectual property and dubious benefits for the city (Hawkins, 2020;
Klein, 2020).

In circumstances such as a pandemic, the State needs all of its citizens to obey the rules and can monitor and
sanction those who break them (Harrari, 2020). The concepts of bio-surveillance, biopower, as well as
disciplinary society were developed almost half a century ago by French philosopher Foucault. An alternative
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framework was later developed by Gilles Deleuze (1990) through the concept of societies of control leading to
Zuboff’s (2019). surveillance capitalism. With the rise of digital health and Al, scholars (e.g. Lupton, 2014; Van
Dijk, 2014) have warned that digital technologies used in healthcare change power relations and allow for new
digital inequalities and spaces of surveillance. One of the long-term worries is that through the idea that our
health and safety depend on technology, the technology becomes integrated into the basics of social
functioning. An example of such approach can be a kindergarten in Varese, Italy, currently experimenting with
150 children that will wear electronic bracelets to trace their contacts and vibrate if social distance is not
respected, as a “sort of agame” (ANSA, 2020).

As presented in Section 7 current debates focus around centralized vs. decentralized app models where key
matching information are stored only on the phones, instead of centralized archives. While a preferred model
to many is a decentralized one because of privacy, Bluetooth that needs to be used in a decentralized model
also creates potential privacy problems (Naughton, 2020). One of the risks of the introduction of surveilance
systems in our democracies is democratic backsliding in the longer term and the loss of privacy as a human
right (Armould, 2020). Human Rights Watch and similar civil society organisations have already warned about
these practices especially in central and eastern Asia. State-collected especially non-anonymised data on
people’s health or immunity status creates many health privacy concerns (Long, 2020). Therefore, there is a
need for a strong democratic control on data access and societal “aim” of digital technologies and the use of
data, while respecting normative and constitutional principles (EDPS, 2020). We should not forget that these
are all sensitive data: biometric data, health data, location and movement data, that will be combined with our
social contacts, and given to government and private companies.

Location data, for example, not only shows where an individual is, but also what their interest and preferences
are. Although general data protection principles can be applied to location data privacy (KeBler, and McKenzie,
2018) there is a need for some specific considerations (Pignatelli et al., 2020). With contact-tracing apps in a
post-pandemic world, location will certainly be a key piece of the data infrastructure. However, location data
privacy needs to remain one of the key public concerns. Although privacy and data protection legislation is
generally enacted on a country to country basis, the overarching logic and contents are comparable. The
European Union General Data Protection Regulation (GDPR) (EC, 2016) is generally regarded as the most robust
and mature data protection framework in the world. The GDPR states that location data privacy is the
individual’s right not to be subjected to unauthorized collection, aggregation, processing and distribution
(including selling) of his location data. It is the right to be protected by the ability to conceal information of
whereabouts, which canbe derived from personal location data. Anonymization of such sensitive data in Europe
should, thus, be paramount.

Despite the need to contain the pandemics, government must remain transparent and accountable to its
citizens, while protecting their health. In other words, this cannot mean infringing citizens’ rights in order to
protect them but acting in the interest of the public and citizens. The crisis cannot be an excuse to advance
authoritarianism or not respect human rights such as privacy (Zahuranec & Verhulst, 2020). It is important to
have an oversight and governments need to be clear about the purpose of the app. Unnecessary information
(in terms of pandemic) should not be gathered and/or stored longer than the duration of the crisis. The
accountability is important to strengthen the trust of citizens both in government as well as in technology, as
effective deployment of technology to support the transition to a post-COVID-19 society depends broadly on
trust in both (Ada Lovelace Institute, 2020).

Ten of the Council of Europe’s 47 Member States (Albania, Armenia, Estonia, Georgia, Latvia, Moldova, North
Macedonia, Romania, San Marino and Serbia) announced derogations from the provisions of the European
Convention on Human rights, possible under Article 15 in the period of “public emergency threatening the life
of a nation”. In a period of emergency, the state can take measures derogating from their obligations to protect
fundamental rights and freedoms. Six of these countries included Article 8 (right to privacy) in the list of
derogating articles (Siatitsa & Kouvakas, 2020). In Hungary, the emergency measures introduced a possible
prison sentence for spreading false information about COVID-19. The Bulgarian president partially vetoed a
similar law that could have repercussions on free speech (Verseck, 2020). The use of such apps could have a
long-lasting impact on democracy and changes to everyday lives, as surveillance and use of data in such way
could become permanent. This could also impact social and political cohesion (Long, 2020; Naughton, 2020).
Ada Lovelance Institute (2020) recommends a comprehensive legislation “to regulate data processing in
symptom tracking and digital contact tracing applications. Legislation should impose strict purpose, access and
time limitations.”

With the increased use of digital technologies and apps, as mentioned (Craglia et al. 2018) it is crucial to
consider ethical issues that could emerge from the use of such technology. As discussed in Section 7 tracing

25



apps raise important issues about the distributional impact of their use given the different levels of skills in
society and access to the right equipment. The app might restrict not only privacy but also other human rights
(e.g. liberty of movement, right to self-determination, freedom of association), while its accuracy and
contribution to tracing infections is questionable. As with other ethical issues connected with the use of Al, this
also leads to the question of who is responsible and liable for potential errors (in connection with the
identification of people or areas of high risk) that should be minimized (Craglia et al, 2018). The app could also
lead to further discrimination in hiring based on our health status as well as social isolation due to lack of
confidence in other human beings (Lauwaert et al, 2020).

Data and new technologies should be used to empower citizens and help them make more informed personal
choice rather than “all-powerful government” or private companies (Harrari, 2020). This is why more debates in
public are needed. Some countries tried to organize public debates in connection to the development and use
of apps (e.g.Netherlands), but many are trying to make decisions quickly and thus bypass democratic processes
and input from the public (Mello & Wang, 2020). For these and other issues, it is important that solutions do
not come top-down but are explored through a broader debate (Lauwaert et al, 2020). Deciding on the direction
our societies should go and how democracies should be preserved and enhanced need to be explored through

enhancing individual and collective agency (Waltner-Toeuws et al, 2020). Because without public trust and
participation, these strategies have little chance of success.
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9 Using data effectively to support post lock-down re-opening.
J Hradec

Innovative uses of AI methods
can extract useful intelligence
from existing administrative
data without interfering with
data protection.

The running thread of this report is that data is at the heart of Al applications: being able to access and
effectively use the data we have is essential for every company, public organisation or state. In Section 8 we
have raised a number of important issues with respect to the potential negative uses and consequences of the
data generated and collected in a crisis like COVID-19. In this Section, we report a more positive example based
on work at the JRC to support the European Commission and the EU Member States to assess the relative risks
of reopening different economic sectors after the lock-down period. As we have seen, during lock down, which
was more or less stringent in different EU countries, only essential services were kept running at all times (eg.
utilities, food production and distribution, pharmaceuticals, essential infrastructures). As the peak of contagion
passed, there was a need to identify which economic sectors to open first to allow the restart of the economy
whilst reducing the risk of a second wave of infections.

To answer this question, we followed the steps below:

1. Create a model of the likely number of daily contacts of each person based on both economic and
social activities,

2. Forthe economic activities, identify the relative number of daily contacts of each worker by economic
sector, also considering the potential for telework and the proportion of workers commuting daily by
public transport in “normal” circumstances.

Assess the socio-economic impact of risk (by gender and income)

4. Assess thespatial distribution of risk, based onsocio-economic characteristics of different regions,and
commuting patterns.

For 1) EU statistics onincome and living conditions (SILC) 2015 data were used to extract data on individuals
and households and data were combined with data on cultural participation?? and enriched by remodelled data
on regular use of public transport (also from SILC) only available for 2014.

The data were aggregated to obtain personal archetypes (e.g. male 50-59 living in a household of 5 people in
highly populated statistical area NUTS AT3 of Austria, working as a manager in agricultural workplace with 20-
50 coworkers who has a car in the household and meets relatives daily while going to cinema and concerts at
least once a month). All together 505,493 of such profiles were generated representing 520.5 million people in
the EU, Norway, Switzerland and Serbia.

For each archetype, the number of daily contacts (DC) was estimated as follows:

- Household size: all people in household meet daily, added to DC

22 https://ec.europa.eu/eurostat/statistics -explained/index.php/EU_statistics_on_income_and_living_conditions_(EU-SILC) methodology -

2015 Social/cultural participation_and _material deprivation

27


https://ec.europa.eu/eurostat/statistics-explained/index.php/EU_statistics_on_income_and_living_conditions_(EU-SILC)_methodology_-_2015_Social/cultural_participation_and_material_deprivation
https://ec.europa.eu/eurostat/statistics-explained/index.php/EU_statistics_on_income_and_living_conditions_(EU-SILC)_methodology_-_2015_Social/cultural_participation_and_material_deprivation

- Apartment block housing adds 5 (3 for smaller apartment blocks) to DC, detached houses add O
- If schooled: 50 contacts added for all types of school

- Public transport: 50 contacts added to DC if in densely populated area, 30 for medium population, 10
for scarcely populated areas.

Meeting relatives/friends, other social and cultural activities, and voluntary activities: added a number of
contacts based on the available European data.

For 2) and 3) data from the European Union Labour Force Survey (EU LFS 2019) database were extracted on
professions and economic sector, by sex/gender, and country. In total, data covering 218 million economically
active people were usedin the study. Data on physical proximity by economic sector, and therefore daily contact
potential, was estimatedbased onDingel and Neiman (2020). Figure 3 below shows asan example the physical
proximity (X axis is Index of proximity based on Dingel and Nieman) vs. income (Y axis = weighted average of
income deciles) by economic sector, profession, and gender (blue ring around blob = men, red= women). The
figure clearly shows that healthcare and social workers (in orange) are at greater risk of infection having a
larger index of physical proximity than workers in the manufacturing sector (in blue). They are also almost
exclusively female and paid less than their predominantly male workers in manufacturing. COVID-19 does not
affect people equally but exacerbates existing inequalities in society. We return on this in Section 12.

Figure 3: Physical proximity vs income for all sectors with Manufacturing and Health highlighted.

Physical vs income by sector, and gender

Economic sociors.
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Source: JRC

To address 4) we leveraged the concept of synthetic population developed in the JRC's Digitranscope? project
In this project we took the lowest level of spatial data at which official statistics are released (typically the
census track that has a population of 300-500 people depending on country and location) and used machine

3 https://ec.europa.eu/jrc/communitie sfen/community/digitranscope
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learning methods (iterative proportional fitting) to create a synthetic population (Lenormand and Deffuant
2012, Gargiulo et al. 2010), i.e. to distribute all the official data available for these areas (gender, age, family
composition, conditions of the buildings) to a set of “statistical” individuals so that when aggregated into
families and households at the area level they return the same data as that of official statistics % If data from
the official cadastre is available on building characteristics it is also possible to assign these “statistical’
individuals and families to individual properties so as to have an even more fine-grained spatial distribution of
official data. This methodis potentially very powerfulto estimate needs and design policy interventions targeted
to specific groups and neighbourhoods. In the context of this project, it was possible to model the synthetic
population of 63 million people, in 35 million households allocated in 10 million houses in France using data
from their official statistical office?® to model their travel to work behaviour, also estimating the proportion of
people using public transport by economic sector. The figure 4 below shows the model of the commuting
pattemns of 26 millionFrenchin 2016. Areas in blue show increased daytime population concentration as people
commute in, while areas in red show decrease as people commute out.

Figure 4: Influx-outflux of French commuters 2016

Source JRC

Assuming the same commuting pattems by public transport by sector as those of France (because of lack of
data in other countries) it was possible to arrive at a cumulative estimation of the relative risk of reopening the
economy by sector, and the social and geographical distribution of potential impacts. Ultimately, the choice of
what to open, where and how is political as it needs to balance the health vs. the economic and social risks, but
this example shows the opportunities offered by the application of Al methods on available official data to
support policy. Beyond this specific example, the possibility of creating synthetic populations and remodeling
available data to identify the specific needs of groups and categories opens the door to the design of more
“personalised” and responsive policies that put individuals at the centre of the policy intervention as discussed
in Craglia, Hradec and Troussard (2020).

2 We also used fitness- based synthesis to avoid having a low-entropy population where the distribution of attributes concentrates

around the mean (Maand Srinivasan, 2015)
#  https://inseefr/en/statistiques?debut=0&theme=1
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10 How COVID-19 exposed the European fragility of networks, technology,
and data strategies

S. Nativi

The lock-down exposed the
dependency on non-
European platforms and the
gaps in European
technological sovereignty.

In a digitally transformed society, the COVID-19 crisis has shown that digital platforms have become strategic
resources even for non-traditionally digital sectors, such as public administration systems (including the
healthcare one), fresh food retail, personal care retail, administrative intermediations, education, an d business
(e.g. Marr, 2020; Nicolls, 2020). In Asia many application platforms (largely mobile based, such as WeChat) had
already developed spanning many different applications areas and market sectors to serve customers/citizens
with their daily tasks, from food retail to insurance and banking services, using a single entry point. The COVID-
19 crisis gave these platforms a unique opportunity to provide users (e.g. consumers & suppliers, advertisers,
intermediaries, audience, educators & students, public authorities & citizens, employer & employee, etc.) with
the only “safe” instrument to come together and exchange goods, services and information. As a result, these
platformshave had an extraordinary chance to reach out to new users and collect valuable bigdata, in particular
on the behaviour of “non-traditional” users, reinforcing their own position and creating valuable intelligence.

This has accelerated the process of market polarization on big digital platforms. In fact, while data is replicable
customers are not. COVID-19 represented an important opening for those digital platforms that could scale up
in a few days i.e. big ones, to attract new users/customers on different sides of the market by offering them
good network connectivity and a rich user experience for their new daily tasks. To attract new customers and
keep old ones, several platforms and ecosystems offered free data and services including the well-known
tracking apps. Platforms can be seen as planets with a gravity; once “landed” on a planet, it’s difficult to escape
its gravitational attraction.

The rest of the section will briefly investigate some COVID-19 implications from a European perspective, on
infrastructure and software applications of platforms. We focus in particular on two software application areas
which have become iconic of the COVID-19 crisis: videoconferencing and educational platforms, while a third
one, personal tracking apps, is addressed in Section 7 of this document.

10.1 COVID-19 effect on Network services

Most of the big companies providing services for networking, cloud computation, and media and content
delivery, reported an impressive jump in their traffic a few days before and/or just after the lockdown measures
taken worldwide, more than 70% for Italy and UK, about 40% for Spain, France and Poland, around 20% for
USA (DE-CIX, 2020), (Bergman & lyengar, 2020), (McKeay, 2020) (Bhak, Bayulgen, Blum, Ford, & Van de Weyer,
2020). Interestingly, an important traffic increment (estimated to be between 10% and 30% worldwide) has
remained even in the de-confinement phase, largely anticipating the growth forecasted for the end of 2020.
Naturally the amount of datagenerated by the Internet (potentially to be processed for working out intelligence)
augments along with the traffic growth.

Indeed, telecommunication companies have been under enormous pressure to continue delivering critical
infrastructure and services during the coronavirus outbreak. In particular, in March, video usage increased more
than 409%, VPN usage more than 60%, and there has been a tenfold increase in collaboration tool usage
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(Cooney, 2020). Over February and March, Fastly?® analyzed traffic by vertical industries, looking at average
percentage increases of requests per second (RPS) comparing the expected RPS growth before COVID-19 and
the actual growth during the COVID-19 crisis, an elaboration of these data is showed in Figure 5.

Figure 5. Percentage growth of the requestper second (RPS) measured in March per application platforms, calculated in
respect of the expected RPS incrementas calculated in February, before the COVID-19 crisis.
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Source: JRCbased on elaboration of data reported by Fastly, Bergman & lyengar (2020)

Internet and the Web survived COVID-19 emergency leveraging their resilience and elasticity by-design nature
(Cooney, 2020; Graham-Cumming, 2020; Scott, Cerulus, & Delcker, 2020; McKeay, 2020). In particular, the
Internet Protocol (IP) design, the Internet peer-to-peer structure, and the elastic nature of modern websites and
Internet applications that still work even if webpages may take a bit longer to load. The Interet builds on the
connections of backbone networks at peering points (which are neutral facilities often owned by third parties
and non-profit organizations), they had to face the most important congestions in the network to move traffic
among the peers, as recognized by CISCO (Davidson, 2020). The peering points and the whole backbone
infrastructure rely on the fastest computer networking devices (switches and routers) made by vendors that
are predominately American and Chinese e.g. Cisco, Extreme, Huawei, and Juniper. Although the Internet showed
a good scalability, a set of important collaborative measures, noticeably with American and Japanese
companies, had to be taken to govern the network traffic and avoid major disruptions. The general effect of
these measures was to reduce the quality of service e.g. the decrease of downlink speed observed by Fastly,
and limit the behaviour of some specific applications, in particular:

e The European Commission invited streaming platforms (in particular the American Google, YouTube,
and Netflix) to follow the lead of telecom providers and consider adapting the throughput of video
streaming and temporarily moving to SD (Standard Definition) rather than HD (High Definition)
streaming, at least for the most critical working hours of Internet activities on impacted geographies
(Lomas 2020).

e Some content delivery companies (e.g. the American Akamai) (McKeay, 2020) worked with partners
(e.g. the Japanese Sony and American Microsoft) (Giret, 2020), to limit the impact of patches to games
and other software downloads by using off-peak hours for downloads.

e The European Commission also asked telecoms operators that provide Internet services to take steps
to prevent and mitigate the impacts of impending network congestion, by inviting them to make use
of “possibilities” of fered by EU net neutrality rules, most outages have been limited to digital services
like videoconferencing (Scott, Cerulus, & Delcker, 2020).

% (Cloud computing services provider and Google partner.
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e The European Commission finally called for Internet users to make responsible use of online
recreational activities, including using Wi-Fi (rather than mobile data) and choosing lower resolution
for content whenever possible (Lomas, 2020).

Fastly analyzed the Internet traffic of France, Italy, Spain, a few USA states deeply affected by COVID-19, UK,
and Japan, observing that the traffic growth caused a common deterioration of the quality of service (ie.
decrease of downlinkspeed), with the exceptionof Japanand California. The deterioration was more remarkable
in Europe (Bergman & lyengar, 2020). It is also worth noting that the current regional-based governance of the
Internet mayin the future be affected by corporate initiatives providing global Internet access via constellations
of satellites (Mann, 2020) or high-flying balloons (e.g. Loon?” project by Google)

10.2 COVID-19 effect on Software applications: Videoconferencing and Education
frameworks

During the COVID-19 crisis, the popularity of video-conferencing technology has grown exponentially. Large
numbers of people turn to video-teleconferencing platforms to stay connected; enterprises and govemment
organizations started using video conferencing as an effective solution to connect with remote workers,
customers, and employees. Like many other Web and Internet software applications, the leading service
providers in this area are largely American (e.g. CISCO WebEx, Microsoft Skype and Teams, Google Meet, Zoom
VideoCommunications, 8x8 Video Meetings, LogMeln, GoToMeeting)?. All the platforms saw a considerable
increase in usage taking the opportunity to connect further with their customers and attract new ones (Carter,
2020). Soon after the lockdown in Europe, in March, Webex reported that more than 30% of its top global
enterprises had asked to help them scale remote work, and Microsoft reported that its Teams collaboration
platform has seen a 500% increase in meetings, calls, and conferences. To face such huge demand, compete
in a crowded sector and avoid being seen as avidly opportunistic, many market players offered their services
for free (or at minimal cost) to enterprises and government organizations e.g. in February, Zoom lifted the 40-
minute limit on video calls for its free version in China.

Unquestionably, the image of videoconferencing explosion due to COVID-19 is represented by Zoom. The
company was already a unicorn® at the beginning of 2017, but it was with COVID-19 outbreak that the
company has taken off. In March, Zoom reached more than 200 million daily meeting participants (Yuan, 2020)
and surpassed 300 million in April (Zoom, 2020) compared the 10 million meeting participants at the end of
December 2019. Zoom was also emblematic for a couple of challenges that emerged with COVID-19: the rise
in cyberattacks and the re-evaluation/definition of privacy. In March, Zoom had an important privacy and
security backlash (i.e. videoconferences hijacking, also called “Zoom-bombing”) (FBI Boston, 2020), which led
the CEO and founder of Zoom to apologize (Yuan, 2020). The Citizen Lab of the University of Toronto found
that the company was using a questionable definition of ‘end-to-end encryption’ (Marczak, 2020). Besides,
Zoom was sending unauthorized data to Facebook (Cox, 2020). At the end of April, Zoom claimed to have
resolved all these issues (Zoom, 2020), and was reported by Okta 2020 to be the 2020 top videoconferencing
App.

According to the World Economic Forum (Li and Lalani, 2020), 1.2 billion children in 186 countries are out of
the classroom. Where possible, in response to COVID-19 measures, schools and teachers had the difficult task
to convert in-person courses into virtual ones. The market of online education (including language apps, virtual
tutoring, video conferencing tools, and online learing software) have received a significant surge in usage since
the COVID-19 crisis. As for the videoconferencing applications, this market sector (estimated to reach $350
billion by 2025, before the COVID-19 boost) (Research and Markets, 2019) is dominated by the United States
and China. Due to COVID-19 lockdown, in Asia several companies saw the explosion of their learning apps (Li
& Lalani, 2020), including the Indian BYJU’s, the Singapore-based collaboration suite named Lark, the Chinese
Tencent classroom and Alibaba distance learning solution, DingTalk Google offered its Classroom suite to
schools, the online platform that allows teachers to post videos and assignments, while, the University of
Bolognainltaly (withan enrollment of over 80,000 students) switched 90% of its courses online using Microsoft
Teams (Spataro, 2020). Finally, in March, Zoom offered free access to video conferencing tools to K-12 schools
during COVID-19, and 90,000 schools in 20 countries were among the new users of the app. School
administrations had to face three important challenges: the scalability of their digital infrastructures (see cloud
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infrastructures), the often limited preparation of the staff to run courses online and the increased digital divide
(i.e.the spread, use and availability of technology) affecting their students.

10.3 Conclusions

The Interet and the web are resilient by-design but three other factors were important to face the traffic
explosion due to the COVID-19 lockdowns: (1) a peer-to-peer structure relying on neutral (often non-profit)
exchange points (aka peering-points), (2) an effective collaborative governance of the network, and (3) the
degradation of non-critical services as well as a general acceptable deterioration of downlink speed. As to
European technological and data sovereignty, the sectors to be monitored are: fast computer networking
devices, distributed computing platforms, content delivery networks, and media streaming networks.

Technology and data sovereignty must include software applications. The vast majority of the software online
applications utilised by old and new users/customers in the COVID-19 period, are American and Chinese. This
means that these companies have been able, through their platforms, to gather additional intelligence about
every aspect of the European economy and society.

Society is moving its economic and social transactions more and more from the physical to the virtual world,
which is, once again, largely dominated by American and Chinese companies. For Europe, it is of paramount
importance to strengthen its presence in this world whose development has received an important acceleration
due to the COVID-19 outbreak.

Profound crisis periods, like the one generatedby COVID-19,have shown in the past to create also opportunities
fordigital innovative solutions givingbirth to new unicorns and to some of the present bigWeb giants. However,
it is important to have a supporting ecosystem for this to happen, as in the Zoom case, and there are lessons
here for a European perspective.

e The re-evaluation/definition of privacy is a clear challenge of a post-COVID-19 digital society as
discussed in Section 8, and IP issues discussed in Section 5 may need to be re-evaluated in the context
of the current increased use of collaborative platforms.

e (ybersecurity: Zoom security and privacy shortcomings reconfirmed the general belief in Europe that
a stronger requlatory framework is needed also for non-European companies operating in Europe. The
discussion of cybersecurity issues in Section 11 may have further implications for a European
technological and data sovereignty perspective.

e Internetis a strategic infrastructure and the future Internet (the transformative internet) will be even
more. The present regional-based governance of the network might be significantly affected by
innovative technologies that promise a global Internet access in a low-latency broadband way.
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11 Al-related cybersecurity considerations for the COVID-19 situation

R. Hanon, H. Junklewitz and |. Sanchez

Al can strengthen
cybersecurity but also be
exploited for cyberattacks.
Either way, it is a key
technology for the digital
integrity of society.

11.1 Cybersecurity context of the COVID-19 crisis

The current COVID-19 pandemic has significantly affected the landscape of cybersecurity risks faced by
European governments, businesses, and citizens. Threat actors are taking advantage of the multiple
opportunities resulting from the public health and economic implications of the crisis. In particular, malicious
actors profit from the much-increased reliance on digital instruments for both professional and personal
activities (as discussed in Section 10), and from great pressure put on governments and state actors to handle
the consequences of the crisis, which limits their capacity to respond to the emerging cybersecurity threats.

Various cybersecurity organizations have reported (Europol 2020), (CERT-EU 2020a) a significant increase of
cyberattacks. For instance, within a matter of weeks of the outbreak, ransomware attacks had increased by
almost 150 % above the baseline levels in February 2020 (Upatham und Trainen 2020). This increase in attacks
was especially targeted against the organizations that are at the forefront of government responses against
the pandemicin the first weeks of the crisis, eventhough this trend seemed to fade out as governments started
adapting to the situation. For instance, the World Health Organization has been the target of constant
cyberattacks since the beginning of the pandemic (Ahmed 2020). These attacks are not innovative in the way
they are carried out, as they mostly rely on the same range of approaches traditionally employed in the past
Rather, they show a change in purpose, with a shift of targets towards key actors in the fight against the
pandemic (CERT-EU 2020b), such as national health organizations, hospitals or pharmaceutical companies. The
motives of attackersinclude, amongst others, targeting crisis-relevant infrastructure, such as hospital networks,
to extort money or cause chaos (Interpol 2020), threatening the leakage of personal data (Goodwin 2020),
conducting scams on short supply medical equipment (Europol 2020), running cyberespionage campaigns to
steal valuable information for the elaboration of a vaccine or even conducting state-sponsored attacks on
research facilities (Goud 2020; Glyer, Perez und Jones 2020; Stubbs und Bing 2020; CERT-EU 2020c).

Corporations and individuals are also prime targets for cybercriminals as the crisis has intensified the use of
digital systems, as discussed in Section 10. Firstly, this has led to an intensive use of teleworking that has
migrated business activities from corporate networks and equipment to domestic ones, creating numerous
opportunities for attackers to exploit the weaker security of personal devices and the lack of caution of users,
in order to infect devices and compromise business secrecy. Secondly, the situation has also contributed to a
significant increase in the usage of digital communication tools, and more generally of online platforms for
entertainment or domestic activities, providing new opportunities for attackers (Abrams 2020). Finally, threat
actors have also leveraged the justified fear of citizens with respect to this exceptional situation to deceive
them for their own ends (Tidy 2020). This may explain the observed proliferation of attacks exploiting the
COVID-19 theme (CERT-EU 2020d; Muncaster 2020), including intrusions into personal computers, email
phishing and malware distribution campaigns, and intensive diffusion of misinformation to undermine the
communication of national institutions.

34



11.2 Impact of Al in the cybersecurity landscape of the COVID-19 crisis

Artificial intelligence, as a driving force of the current digital revolution, also plays a significant role in the
cybersecurity of digital systems, asitis a vector of innovation forboth cybersecurity companies to designbetter
productsandservices, and threat actors to develop more sophisticated attacks (Cragliaetal. 2018). The COVID-
19 situationis noexception, and although Al is not yet a key component of most cybersecurity software, tangible
elements of the use of machine learning techniques have been identified during the COVID-19 crisis, both on
the side of actors that attack digital systems and on the side of those who protect them.On the one hand,
cybercriminals are integrating more and more Al techniques in their toolkits to increase the range of their
attacks. A striking example of this is the growing use of deepfakes to conduct cyberattacks, for instance to
induce fraudulent transactions, as in a prominent fake phone call case in 2019 (Stubb 2019). Deepfake
(Kietzmann, et al. 2019) is the term used to refer to fake content generated using deep leaming, a set of
techniques that rely on large volume data to automatically generate original but realistic content. The tem is
generally employed for images, videos, audio recordings, and text, however, it could be extended to other kinds
of content. The democratization of software to generate deepfakes has opened the way to their exploitation by
threatactorsin cyberattacks, to mimic content that is usually deemedto be hard to falsify by individuals without
substantial means at their disposal. A recently published business analysis indicated that an increase in the use
of deepfakes has been reported by companies (NCCGroup 2020) in scams relying on the impersonation of an
authority figure. While there is not yet explicit evidence of the use of deepfakes for cyberattacks specifically
during this pandemic, it is expected they will become a standard technique in the toolkit of threat actors to
deceive users into taking actions to the benefit of malicious parties. As a matter of fact, recent examples of
video deepfakes directly linked to the COVID-19 crisis (Galindo 2020; Priyardashini, 2020) in other contexts
than cyberattacks, highlight the potential damage that could be provoked, when used in support of attacks such
as business email compromise, phishing, identity theft, or cyberextortion.

Deepfakes also have a strong potential to cause serious harm in creating fake news and misinformation, even
though first surveys seemto indicate that their use is not yet significant in misinformation campaigns (Brennen,
et al. 2020). Finally, the high flexibility of deep learning techniques enables the production of fake content in
contexts other than impersonation, like in medical imaging where threat actors could compromise sensitive
information such as medical images to their advantage (Savevski 2020; Finlayson, et al. 2019). Generally, with
their potential to create more targeted and automated cyberattacks, deepfakes are part of a larger picture
where the introduction of Al tools leads to further automationandincreased potential of cyberattacks (Bundage
2018). On the other hand, Al can help to fight these cyberthreats, exploiting its flexibility to detect new forms
of attacks and adapt to new trends. For example, email screening and phishing detection solutions based on
online learning can learn to address new COVID-19 related threats adapting to the rapidly evolving situation
(Kan 2020). Similarly, Al can be used to combat misinformation campaigns monitoring media for fake news
and detecting and preventing deepfakes. While Al has not yet reached its full potential for the protection of
digital systems, it can be noted that companies offering digital services advertise the use of Al to strengthen
the security of their platforms, especially in the light of the recent security vulnerabilities that have been
discovered in many products and services with the emergence of mass remote working. As a response to this
trend, threat actors are already integrating mechanisms to take advantage of the limitations and weaknesses
of Al-powered detection systems, in particular, their vulnerability to adversarial attacks, a type of attack where
the attacker adds additional content to the code of the malware, with the objective to make it look benign for
the security engine. This approach has been detected for Trojans, with the use of text in relation to the COVID-
19 crisis *.

11.3 Conclusion

The COVID-19 crisis has already had a major impact on many sectors of our modern societies, and more
consequences are likely to materialize over time. Cybersecurity is vital to ensure the resilience of the digital
infrastructure, which supports an ever-increasing part of our societal activities. Rather than a radical overhaul,
the crisis acts more as an amplifier of known cybersecurity issues. This is happening in a context where Al is
becoming increasingly important as a newtechnology, a trend beingamplified with increased digitization during
the crisis. While Al is not yet a groundbreaking technology for cybersecurity, this crisis gives a glimpse of what
is likely to happen in the next few years. Considering the potential of this technology for cybersecurity
applications, as well as its potential for being exploited and misused by cybercriminals, Al will be a key element
in the capacity of our societies to preserve their digital integrity in the next crisis to come.

* https://wwwbleepingcomputer.com/news/security/trickb o t-emo tet-malware-us e-co ronavirus-news-to-evade-detection/
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12 Regional perspective

M. Craglia

COVID-19 and the
accelerated digital
transition have widened
social inequality and hit
hard the elderly, the
young and the socially
disadvantaged.

In the previous Sections of this report we have considered the emerging applications of Al in medicine and
healthcare and some of the broader lessons emerging from the COVID-19 crisis. Whilst taking a European
perspective, we must not forget that there are many differences in Europe among and within the Member
States, so opportunities and impacts are not equally distributed.

12.1 National and regional variations

The starting point is to remember that there are significant variations across Europe in terms of socio-economic
characteristics, of which the Gross Domestic Product represents a crude but recognized indicator. According to
Eurostat (2019) if the average GDP per person in 2018 was almost €31,000, only about one third of the
European NUTS2 regions were above the European average, with a large number in the post-industrial regions
of Northern and Eastern Europe and the peripheral regions of Southern Europe well bel ow 75% of the European
averageasshownin Figure 6.

Figure 6: GDP perinhabitant 2017 by NUTS2 region
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These differences reflect those in education and skills, and availability of opportunities for personal
development. For example, the proportion of 15-24-year-olds not in education, employment or training was
just under 17% across Europe in 2017, but ranged between from a low of 5.4% in the Netherlands to a high of
25% in Southern Italy. Similarly, youth unemployment, which for the EU stood at 15.2% in 2017, over twice the
level for the adult population, varied very significantly, particularly in 16 regions of France, Italy, Spain Greece
where it was higher than 50% as shown in Figure 7.

Figure 7: Youth unemployment rate, 2018.
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It is now widely accepted that GDP is not a good measure of wellbeing and a broader set of indicators is needed,
including subjective measures of inequality and wellbeing (OECD, 2018). Given the focus of this report on the
lessons learmned from COVID-19, it is therefore important to recognize the differences in Europe across other
domains such as the provision of healthcare. As an example, Figure 8 shows the European variations in the

percentage of the population aged 16 and over with unmet medical needs, as well as the in-country variations
between urban and rural areas.

Fig 8: Percentage populationwith unmet medical examinations
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It is interesting to note that against an EU average of 1.7% of the population with unmet medical needs, about
one third of the countries score higher with significant urban-rural differences particularly in Estonia, Greece,
and Romania. Italy and Spain in particular, feature much better in the comparison of healthcare than in socio-
economic indicators.

12.2 Sub-regional variations

Whilst the section above starts unpacking the European perspective reminding us of how varied the European
landscape is, it is equally important to acknowledge the variations within Member States. Italy for example, had
a national unemployment rate of 10% in 2019. Seventy percent of its 110 provinces were below the national
average, twenty percent had unemployment levels between 10% and 20%, and ten percent more than twice
the national average. The lowest value was less than 3% and the highest almost 30% (ISTAT, 2019).

Youth unemployment in Italy in 2019 stood at almost 309%, split almost 50-50 between provinces below and
above the average. The lowest level was 8.4% and the highest 68.5%, so more than twice the national average.
10% of provinces had more than half their 15-24 years old unemployed, with consistently higher numbers
among females (ISTAT, 2019). These numbers exemplify the range of inequalities still existing in many
European countries between different regions, and between rural and urban areas, and the policy challenges to
give equal opportunities to all, but in particular to the European youth.

12.3 The socio-economic impacts of the COVID-19 crisis.

The economic impact of the COVID-19 crisis is as yet unknown but has been estimated by the OECD to range
between -6% and -7.6% of GDP for the world as a whole under a more positive scenario of no resurgence of
the infections in the Autumn, and a more pessimistic one including a second wave. For the OECD countries the
estimates range between -7.5% and -9.8% under the two scenarios respectively, with Spain, France, Italy and
the UK as the worst hit countries with estimates between -11% and -14% (OECD, 2020).

The social implications of this massive world-wide down-turn in the economy in terms of lost lives, and human
sufferingisalsodifficult to estimatebut s likely to disproportionally affect the most vulnerable groups including
the elderly, people with disabilities, the youth, indigenous people, migrants and refugees, and the homeless
according to the United Nations (2020), which calls member countries to step up to the challenge with an
inclusive approach.

From a European perspective, the European Commission has recognized the magnitude of the challenge and
proposed a comprehensive recovery package® being negotiated with the Council and the European Parliament
at the time of writing.

Against this background, previous sections of this report discussed the implications of the massive shift towards
online communications resulting from the lock down. These included increased dependency on (non-European)
platforms (Section 10) and the increased cybersecurity threat this poses (Section 11). Another important thread
of the discussion related to the increasing adoption of technological means including, Al powered-ones, to trace
people and alert authorities and individuals about the risk of new infections (Section 6).

The broad socio-economic differences in Europe, highlighted in previous parts of this Section, also affect the
nature, extent and geographical and social distribution of the impacts of life online. We highlight below two
aspects in particular: access to technology and knowledge, and impacts on education.

12.4 Everybody online?

Whilst digital technologies have provided enormous help during the lock down it is important to recognize that
even in the EU not everyone is able to afford or master digital technology. For example, the Special
Eurobarometer Survey3? of December 2019 indicated that almost 30% of EU citizens do not feel that they have
sufficient skills to use digital technologies in their daily life. This varies from 12-13% in the Netherlands and
the Nordic countries, to 40% in Italy and Greece. People in lower income groups, the elderly, women and people
living in rural areas are at a greater disadvantage in the use of digital technologies. What is particularly worth
noting is that compared to the survey in 2017, the proportion of people who consider themselves to be
sufficiently skilled in the use of digital technologies in their daily life has declined in 19 countries, particulary
Italy (-11%), France and Lithuania (both -6%). This may mean that people in these countries feel increasingly

31 https://ec.europa.eu/infollive-work-travel-euhealth/coronavirus-response/reco very-plan-europe_en

2 https://data.europa.eu/euodp/en/data/dataset/52228_92_4_503_ENG

38


https://ec.europa.eu/info/live-work-travel-eu/health/coronavirus-response/recovery-plan-europe_en
https://data.europa.eu/euodp/en/data/dataset/S2228_92_4_503_ENG

less equipped to cope with the speed of technological development. Whilst lack of time is cited by the majority
of peoplein work for theirinability to upgrade their skills, cost is the main reasonfor those who are unemployed.

Access to technology (computers, phones, broadband) and skills are two key components in the ability of people
to cope with work, education, and access to services, but national policies also have a role to play. According to
EUROSTAT (2019), just over half of the EU population interacted regularly with public authorities over the
Internet. As shown in Figure 9, the regional distribution sees the population of Bulgaria, Italy and Greece
particularly penalised with less than 30% able to interact with their public authorities via the Internet, which at
a time of crisis such as COVID-19 may have caused particular strains.

Figure 9:Percentage peopleinteracting with their public authority over the Internet, 2018.
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12.5 The lock down and education

In most countries, governments closed schools temporarily to try and reduce the spread of the COVID-19 virus.
This affected more than 1 billion pupils, almost 70% of the world student population according to the UNESCO33,
Policies varied between countries that implemented a national closure, or a localised closure. The length of
closure also variedbetweena few weeks to three months. Thereis an increasingbody of research on the impact
of these closures on learning and future earning potential. For example, Burgess and Sievertson (2020) argue
that even a relatively short period of missed school will have consequences for skill growth, while Porter (2020)
argues that if the return of investment of an additional year of education is approximately 8-10%, and the
average student misses one quarter of the school year, then one might estimate a permanent impact on
eamings of 2% to 2.5%.

Impacts are not uniformly distributed, affecting poorer families most, thus exacerbating inequalities. For
example, Bol (2020) through a panel survey in the Netherlands found that families from poorer backgrounds
have fewer resources for home schooling such as independent space for studying and access to PCs or tablets

*  https://en.unesco.org/covid 19/educationresponse
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(34% of pupils in primary education), and fewer capabilities to help with homework, particularly for secondary
level students. Moreover, parents seem more able to support girls than boys who tolerate less well home work
He concluded that “the first results of this data collection provide strong indications that the school shutdown
caused by the COVID-19 pandemic will increase existing inequalities in education. Children from disadvantaged
families received much less support from their parents, which is likely to have impeded the learning during this
period” (Bol, 2020, pg. 15).

Similar findings are reported by Montacute (2020) for the UK indicating that according to previous research by
the Sutton Trust just over one third of parents with children in the ages 5-16 reported that their child does not
have access to their own computer, laptop or tablet to use for accessing the Internet at home. Lack of
independent space to study among poorer children living in cramped conditions is an additional factor affecting
learningoutcomes. Likewise, the Italian national statisticalagency (ISTAT, 2020) reports that one third of Italian
families do not have a computer or tablet at home, rising to over 40% in Southern Italy. Moreover, four out of
ten minors live in overcrowded accommodation.

The combined effect of limited access to infrastructure, the Internet, lack of adequate skills, and independent
space to studyas wellas more limited support from parentsis likelyto have indeed increased social inequalities
and may have long lasting consequences if remedial action is not put in place. Moreover, it should also be
considered that teachers and schools were also caught unprepared in many countries to move all their teaching
online. Most managed to address the challenge with remarkable commitment and ingenuity, but now need
support to institutionalise the digital transition. For a fuller discussion of the impact of COVID-19 on education
see Di Pietro et al. 2020.
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13 Summary and conclusions

M. Craglia
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In this report we have explored the potential contribution of Al to the challenges posed by the COVID-19 crisis
as well as the multiple issues that are raised in the interplay between technology, data, and society at stress
times like these. We summarise below the key findings and then compare them to those of the JRC report on
Al (Craglia et al. 2018) to draw some conclusions and lessons learned.

In Section 2, de Nigris and Craglia reported on the increased attention towards the applications of Al in
healthcare by both governments and companies, with a significant increase in the research domain since the
beginning of 2020 in response to the COVID-19 crisis. We are nevertheless at the early stages of Al adoption
and use, particularly in the public sector and in health, due to the sensitive nature of medical data, the difficulty
of bringing this data together and the major organisational and cultural changes needed in such a complex
sector. The establishment of a common European data space for health (EC, 2020c) may help to address these
issues, but “all other things being equal’, it is likely to take some time for Al to become a major contributor in
this domain.

The COVID-19 crisis has changed the landscape as argued by Gémez-Gonzalez and Gémez in Section 3, and
may act as a boost to the adoption of Al. Areas of application singled out as benefiting from Al are telemedicine
with remote consultation of patients by physicians, data driven algorithms to support medical diagnosis,
epidemiological studies, social interaction and support, and clinical management of patients, personalized
medicine and the increased acceptance of robots to support remote handling in contaminated environments as
well as patients inisolation. Each of these very promising areas of application boosted by the COVID-19 ciisis,
carries some risk particularly with respect to the way sensitive medical data is collected, analysed and used.
Who controls the information generated and for what purpose are key issues as we live in a society in which
misinformation is used tactically and strategically to achieve economic and political aims. In addition, the
COVID-19 crisis has highlighted the inherent tensions between individual rights and social good.

These tensions are analysed by Martens in Section 4 in the context of access to private data from two
perspectives:individual citizens and companies. With respect to the former, the COVID-19 crisis has emphasized
the role of the State in leading the response and taking measures that have restricted individual liberties for
public good. As Martens argues, different societies will take different views of what is legitimate or appropriate:
those that emphasise collective and social values will put more restrictions on individuals, those that emphasis
individual liberties will put fewer. We have seen these variety of approaches with respect to the modalities of
lock down and access to individuals’ data within Europe, and between Europe and other parts of the world. With
respect to the relationship between governments and the commercial sector, there has been increasing
discussion at the European level on access to commercial data for the public good. These discussions had in
the past been rather difficult on the grounds of commercial confidentiality but have been given a boost by the
COVID-19 crisis, as exemplified in Section 6.

The COVID boosting effect is highlighted also by Iglesias in Section 5 with examples of how companies and
governments are making considerable efforts to increase their collaboration and the sharing of Intellectual
Property (IP) and data to fight together the crisis, speed up research and innovation, and facilitate global and
equitable access to vaccines, therapeutics and medical devices. Future action to facilitate data access and
sharing, either through voluntary or compulsory mechanisms, should aim at providing incentives as well as
safeguards to the parties concerned and ensuring there are no unjustified obstacles to data sharing, in particular
in case of a public health emergency.
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Vespe in Section 6 gives a practical example of this new willingness to work together by introducing the
collaboration between mobile phone network operators and the European Commission. A letter by the European
Commissionto the CEOs of these companies requesting access to anonymized and aggregate datato help fight
the pandemic was accepted by some 20 companies that provided the requested data without delay. The scale
and rapidity with which this data was provided to the JRC for analysis in a dedicated infrastructure are rightly
underlined by Vespe because past efforts in this field had often failed on grounds of commercial confidentiality
and data sensitivity.

Schade, Micheli and Kotsev analyse, in Section 7, one of the more emblematic data-related aspects of the
COVID response: contact tracing apps on mobile phones. These apps are supposed to complement manual
efforts to trace individuals who may have come into contact with individuals or environments found to be
infected in order to alert them, test them and contain further spread of the virus. Most European govemments
started developing these apps withan approach designed to collect all the data centrally to increase their ability
to monitor the evolution of the pandemic. The alliance of Google and Apple for a decentralized solution that
instead stores all the data on the mobile phone on the grounds of increased privacy for the users has forced
most governments to change their plans and follow this approach. This shows the power of big tech, leveraging
privacy concerns to force governments to change policy. Ironic given past events, such as the Cambridge
Analytica scandal, that had put big tech under increased scrutiny on those same grounds.

Privacy and ethical concerns raised by the use of technology, including tracing apps, are the focus of Vesnic-
Alujevic and Pignatelliin Section 8. They caution us against the widespread use of technology and the collection
of personal data, including location, to fight the pandemic without due democratic scrutiny and societal debate.
Necessary measures of surveillance taken to respond to an emergency could turn into a threat to democracy if
they became institutionalised beyond the emergency. There is cause to raise the issue and the level of vigilance
as some European countries have announced derogations from the European Convention on Human Rights, or
have declared a state of emergency including limitations of free speech. Deliberative public participation and
agency should instead remain at the base of the European project and we should collectively protect these
rights.

A good example of how Al can be applied to administrative data without intruding into people’s privacy is
provided by Hradec in Section 9. The context of this application is work supporting the JRC Coronavirus Task
Force, which was set up at the JRC to provide analyses and models informing the action of the European
Commission. The analysis he describes used an approach developed in the Digitranscope research project of
the JRC's Centre for Advanced Studies. It uses machine learning methods to distribute all the official data
available for statistical areas (gender, age, family composition, conditions of the buildings) to a set of
“statistical” individuals so that when aggregated into families and households they return the same data as
that of official statistics. Using this fine-grained distribution of official administrative data, it was possible to
model the relative risk of reopening the economy by economic sector, and the social and geographical
distribution of potential impacts. Beyond the contingent usefulness of this application to inform govemments,
its value is to show how it is possible to get new insights from existing data through Al methods.

The ability of the Internet to scale up to the challenge of a massive shift to online life is discussed by Nativi in
Section 10. The architectural design of the Internet protocols, technology, and governance arrangements made
it possible to support the sudden jump in demand resulting from the lock down. This was also supported by
open collaboration among key providers supporting, for example, the request of the EC to downgrade the level
of service to ensure connectivity. The positive result of this unexpected stress test of the network is mitigated
by Nativi in pointing out that as every business, government, education, research, and social activity moved
online, we all came to rely exclusively on non-European collaborative platforms. This should be of concem from
the perspective of technological and data sovereignty in view of the large amount of intelligence provided to
these platforms about European business and social structures, processes, and organisations. This suggests
that future European policy should also consider the sovereignty and security of software applications.

The increased cybersecurity risks arising from the increased reliance ondigital instruments during the lock down
are analysed by Hamon, Junklewitz and Sanchez in Section 11. They focus in particular on two aspects: the
increased number of cyberattacks, which do not appear to have had severe consequences on critical
infrastructure or the health system according to initial evidence, and the increasing use of Al in both
cyberattacks and cybersecurity. They underline the increased number of coordinated disinformation campaigns
and deepfakes to advance political aims by undermining trust in European governments and the EU. The
potential of Al in supporting cybersecurity applications, as well as its potential for being exploited and misused
by cybercriminals, indicate that Al will become even more critical in the capacity of our societies to preserve
their digital integrity.
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Whilst previous Sections have taken a European perspective of the opportunities and potential impacts of Al
emerging from the COVID-19 crisis, Section 12 reminds us that Europe has a great deal of variety. This is one
of its charms and a great source of strength and inventiveness, but needs to be considered carefully with
respect to the geographic and social distribution of both benefits and impacts. This is important because the
economic and social consequences of the economic down-turn caused by the COVID-19 are likely to be long-
lasting, and affect disproportionately more the vulnerable groups in society, including the elderly, and the young.
For example, some 30% of Europeans do not feel they have sufficient skills to master digital technologies in
their daily life. This affected in particular the elderly and the poor during the crisis when most interactions, even
with local public administrations, moved online. Likewise, emerging research shows that children from
disadvantaged backgrounds suffered more the impacts of school closures and online teaching as they often
lacked computers or tablets to do their homework, independent space to study, and sufficient parental support
These impacts could be long-lasting if no remedial action is taken and is targeted to those who need it most.

In the JRC report on Artificial Intelligence: a European Perspective (Craglia et al. 2018) we concluded that Al is
a general-purpose technology entering our every-day lives and increasingly deployed in industry, govemment,
commerce and research. As Europeans we need to be mindful of the global competition on Al focused on
technology, data, and skills and find our own way to develop and use Al so that it strengthens the founding
values of the EU such as democracy, and non-discrimination, and is based on a robust ethical framework and
trust. In the report we noted that if no positive action was taken, it was likely that the adoption and use of Al
could exacerbate existing social and economic inequalities. For this reason, we argued that in addition to the
legal and ethical framework and a robust computing infrastructure, there was a need to develop rich e cosystems
of data at European and local level to strengthen the resilience of society and build trust with applications
responding to the economic and social needs of all levels, from local to European.

Only eighteen months have passed since the publication of that report and much has happened since. The new
European Commission took office in December 2019 and identified the digital and environmental challenges
as its top priorities. Within the former, Al as well as technological and data sovereignty play a key role. The
Commission enacted a European strategy for data establishing several common European data spaces in key
areas, has launched a broad consultation on a regulatory framework for Al and is preparing to invest in key
infrastructure, cybersecurity andskills through the Digital Europe Programme. The newHorizon Europe research
programme will also contain many actions supporting this digital agenda.

...and then came COVID-19.

It may have been circulating in Europe since November or December 2019, but it was only recognized as a
pandemic in March 2020. Four months into this global crisis we can recognize from the contributions to this
report that COVID has acted as booster to the adoption of Al and as an amplifier of potential opportunities and
threats.

As a booster, we noted increasing adoption and use of Al in scientific and medical research, in applications like
telemedicine, medical diagnosis, epidemiological studies, and clinical management of patients as well as greater
acceptance of robots in the workplace. During the more acute phases of the crisis, there also seemed to be a
shift in public attitudes towards a greater acceptance of data collection for research and monitoring of the
spread of the infection. Similarly, we noted how the COVID-19 crisis made it possible to overcome previous
barriers in the sharing of data between commercial entities, and between business and governments. This
pulling together for the collective benefit of society is a very positive outcome of the crisis, and it wil be
interesting to see in the future the extent and the ways in which it will continue after the crisis is over.

COVID has also boosted the digital transition of companies, public administrations, and educational
establishments. Plans that had maybe dragged on for years, had to be implemented at very short notice,
overcoming many technological, organisational, skill gaps, and cultural barriers. How this transition will be
institutionalized, what proportion of leisure, education and work will continue to take place online in the post-
COVID period is an open question.

As an amplifier of pre-existing concerns, the COVID-19 crisis has underlined the absolutely critical role of the
governance of digital data in modern societies. Without well-structured and semantically rich data it is not
possible to harness the opportunities afforded by Al. How data is collected, by whom, for what purpose, how it
is accessed, shared and re-used have become central questions during the COVID-19 crisis. As shown in this
report, we have seen positive examples of pulling resources together by commercial organisations and the
public sector for collective benefits, but we have also noted the increasing risks of mass surveillance without
adequate public scrutiny, as well as the increasing use of organised misinformation campaigns to undemine
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social cohesion and democratic values. Data sovereignty through well informed, transparent public action and
active social engagement emerges therefore as a crucial issue.

A particular aspect of sovereignty relates to security. The increasing use of Al for cyberattacks including the
creation of deepfakes that could deliberately alter data used to train algorithms, alerts us that we need to pay
additional attention to the security of the many data spaces the EU prepares to establish in the key domains of
health, environment, mobility, manufacturing, finance, energy, agriculture, and public administration under the
European Strategy for Data (EC, 2020c).

Another aspect of sovereignty exposed by the lock down is the dependency on non-European collaborative
platforms. These platforms have become a critical layer of the digital infrastructure connecting users, processes,
organisational structures, applications and content. Through their use we provide valuable intelligence to the
platform operators that can use it for profiling, targeting, and manipulation. Technological and data sovereignty
needs to include this technological layer as well. Worrying about the foreign ownership of the physical digital
infrastructure and not about the platform layer would leave a big security gap.

A finaldimensionamplifiedby COVID-19is the extent to which the Aland the digital transformation exacerbate
existing social, economic, and geographical inequalities, affecting in particular the most vulnerable in society:
the elderly, youth, and people from social or economically disadvantaged groups. The report has given evidence
of this concern suggesting a proactive approach by public policy to support these groups. In Craglia et al. (2018)
we had argued for support to local data ecosystems bringing together public administrations, local companies,
education establishments, and civic society, addressing local problems whilst providing increased training and
local job opportunities. In this report we have also seen that Al methods can also be used effectively to model
need at a very fine-grained level. These methods can be developed further to design and deliver policy
intervention where it is needed most.

In conclusion, the COVID-19 pandemic has caused something akin to a natural experiment. It has exposed us
to unforeseenand unprecedented conditions, forcingus to react in ways unimaginable just sixmonths ago. With
respect to Al, data, and the digital infrastructure, which have to be considered all together as a socio-technical
package, the pandemic is acting as a boost to Al adoption and the digital transition, creating new opportunities
but also amplifying concerns over data governance, security, and increasing inequalities.

Recognising these early signals, we can use the many policy initiatives already in the making to strengthen the
European technological and data sovereignty and address the increasing inequalities so that the European way
to digital transformation is more inclusive and supportive of the founding values of the EU. Not just bouncing-
back to pre-COVID-19 normality, but bouncing-forward to a more resilient and just society.
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